User Guide

LQ 4.1 User Guide

Part Number: 399G227 Rev D
Date: December 09, 2019

(i Clear-Com'

AN HME COMPANY



User Guide| LQ Series 4.1

Document reference
LQ Series 4.1

Part Number: 399G227 Rev D

Legal disclaimers

Copyright © 2019 HME Clear-Com LtdHME Clear-Com Ltd
All rights reserved

Clear-Com, the Clear-Com logo, and Clear-Com Concert are trademarks or registered
trademarks of HM Electronics, Inc.

The software described in this document is furnished under a license agreement and may be
used only in accordance with the terms of the agreement.

The product described in this document is distributed under licenses restricting its use,
copying, distribution, and decompilation / reverse engineering. No part of this document may
be reproduced in any form by any means without prior written authorization of Clear-Com, an
HME Company.

Clear-Com Offices are located in California, USA; Cambridge, UK; Dubai, UAE; Montreal,
Canada; and Beijing, China. Specific addresses and contact information can be found on Clear-
Com'’s corporate website: www.clearcom.com

Clear-Com contacts:

Americas and Asia-Pacific Headquarters
California, United States
Tel: +1 510 337 6600

Email: CustomerServicesUS@clearcom.com

Europe, Middle East, and Africa Headquarters
Cambridge, United Kingdom

Tel: +44 1223 815000

Email: CustomerServicesEMEA@clearcom.com
China Office

Beijing Representative Office

Beijing, P.R. China

Tel: +8610 59000198/2608

Page 2 (jan
age e

b Clear-Com'



User Guide| LQ Series 4.1

Table of contents

L OV IV W 8
1.0 AbOUt LQ 8
1.2 The LQ product line offers: .. . 8
1.3 2-Wire fEatUreS L 9
1.4 4-wire features . .. 9
1.54-wire + GPIO features ... 9
1.6 Clear-Com cable recommendations ... . .. 9
1.7 Example applications: 2-wire connections . ... .. 10
1.8 Example applications: LQ to matrix connections ... ... . ... ... 12
1.9 Example applications: Radio connections (GPIO) ... ... .. ... 14
1.10 LQand LQ-Rsseries models ... . ... . il 16

2 PoWering YOUr LQ) . o 19
2.1 Using the power supply unit (PSU) .. 19
2.2 Using Power over Ethernet (PoE) with 2-portunits ... .. 20
2.3 Power 2-wire beltpacks from the Partyline .. ... ... .. 21
2.4 Reb0Ot SYStOM 21

3 Core Configuration Manager (CCM) walkthrough ... .. ... ... 22
3.1 How to Access the Core Configuration Manager (CCM) ... e, 22
3.2 The Core Configuration Manager (CCM) password ... ... oo, 23
3.8 OV VIOW . 23
B4 DeVICe . 26
B N WOIK L 28
B0 LINKING 28
BT POI S 31
B8 ROIES il 39
3.0 ASSI gNMENES 40
.10 ACCOUNES il 43

4 Basic set UP (LAN) Lo 45
4.1 Setting up your LQ environment withina LAN ... 45
4.2 Creating a LinK-GroUp ... oo L 47
4.3 Using Channels to route audio ... ... .. ... 50
4.4 Clear-Com cable recommendations ... .. .. 51

5 Front panel interface .. ... .. 53
5.1 How to access front panel menu options. ... . . . 54
5.2 Programming network details from LQ device frontscreen ... ... ... 54

Page 3 'Hf,l:li:: C|Bal'-00m®



User Guide| LQ Series 4.1

5.3 The USB LOGEEr ... 56
6 LiNKING 57
6.1 Whatis a Link-GroUp? .. 57
6.2 AboUL LiNKING . . . 58
6.3 How to remove a device from a Link-Group ... ... 63
7 Interface port configuration ... . L 64
7.1 Call signaling and Remote Mic Kill (RMK) .. . 64
7.2 2-wire specific port options . ... 64
7.3 4-wire specific port OptioNs ... 64
7.4 4-wire + GPIO specific settings .. ... 65
7.5 GPIO action triggers (4-wire + GPIO and IVC-32 ports) ... ... 65
7.6 IVC-32 specific port settings ... ..o 65
7.7 POt SettingS . 65
7.8 VOX (QUAIO-Bating) ..o 66
8 Network settings (IP) ... 67
8.1 Dynamic Host Configuration Protocol (DHCP) ... ... . . 67
8.2 DHCP or Static IP addressing? ... 67
8.3 Static IP configuration .. ... . 67
8.4 Link-local environments ... 69
8.5 Accessing an LQ unit wheninlink-localmode ... .. ... . ... 69
9 Internet connectiVity ... 70
9.1 Getting anexternal IP address ... 70
9.2 Port-forwarding ... o . 70
10 Secure HyperText Transfer Protocol (HTTPS) ... 71
10. 1 What is HT T PS? e 71
10.2 Why use HTTPs with LQ Series units? ... ... 71
10.3 How to use HTTPs with LQ Series units, overview ... ... .. .. 71
10.4 HTTPs certification browser support .. .. . 74
10.5 Certification Authority (CA) options for use with LQ units ................................... 74
10.6 Setting up a Link-Group using HTTPs L 77
10.7 Registering an LQ unit witha DNS server ... L 78
10.8 How to set up an HTTPs connection between a browserandan LQunit __.................. 79
11 Clear-Com Eclipse matrix connections ... .. ... 85
11.1 How to create virtual ports and connect toamatrix ... ... 85
11.2 Program the EHX software ... ... 86

Page 4 (4% Clear-Com'



User Guide| LQ Series 4.1

11.3 Program the LQ CCM 87
11.4 Create 'virtual' ports inthe COM L 87
11.5 Put new portsinto a Channel .. ... . L 88
12 What are Networked Control Events and how do | usethem? _.................... 90
12.1 About Networked Control Events . .. 90
12.2 How to set up Networked Control Events ... ... . 90
12.3 Examples of when to use Networked Control Events ... ... ... ... ......................... 93
12.4 Types of GPl (INpUt) trigger « . oo 96
12.5 GPIO port piNOUL . 96
12.6 GPIO: Examples and step-by-stepsetup .. ... .. . 97
12.7 Setting up a 4-Wire radio GPIO over IP (LAN, WAN, internet) ............................... 104
13 Session Initiation Protocol (SIP) connectivity ... ... ... 106
18 L What is SIP? . 106
13,2 Examples of LQ-SIP 106
13.3 Codecs - LQ SIP il 109
13.4 Program LQ-SIP standalone ... .. .. 110
13.5 Program LQ-SIP and Clear-Com EclipSe ... 115
13.6 HoW to Use SIP Calls ... 122
Line Release option (MVX card) ... 125
Off-Hook Tally (IVC card) ... 126

13.7 SIP and the Internet ... 127
13.8 SIP server connection l0ss ... .. 129
14 LQ to HelixNet connectivity ... 131
14.1 HelixNet/LQ Link-Group ..o 131
14.2 Connecting HelixNet and LQ with analog connection ... ... 133
14.3 Programming a HelixNet/LQ Link-Group . . ... 133
15 Agent-1C and LQ ..o 138
15,0 Agent-1C Profiles .. ... 138
15,2 Agent-IC ROIES .. L 139
15.3 Agent-IC default Role ... 141
15.4 Change Agent-IC default Role configuration ... . . 141
15.5 Program Agent-IC to LQ connectivity ... . . 143
15.6 Connecting Agent-IC to LQ over a firewall ... . . 145
16 LiCENSING 149
16.1 How to activate your LQ licenses . .. ... 149

Page 5 'Hf,l:li:: C|Bal‘-00m®



User Guide| LQ Series 4.1

17 Using LQ to interconnect equipment ... .. 156
17.1 Connecting 2-wire equipment ... 157
17.2 Connecting to 4-wire eqUIpPMENt . L 158
17.3 Connecting an Eclipse PiCo (or MVX card) to an Encore deviceusing LQ .................... 161
17.4 Connecting an Eclipse PiCo (or MVX card) to apanelusing LQ ... .. 162
17.5 PiCo HX trunk to HX matrix (Eclipse HX 8.7 andabove) ... .. ... i, 163

18 Upgrading your devViCe ... . 164
18.1 Import the upgrade file .. ... L 164

L FAQS 166
19.1 DeVICE QUETIES . . . oo 166
19.2 2-wire and 4-wire specific qQUeries ... . 167
19.3 Interconnection QUENIES ... . 168
19.4 1P and network queries . ... 175
19.5 Audio quality QUEIIES . . . o 182
19.6 Telephony QUETIES . ... o 186

20 Technical specifications ... ... 190
20.1 System limits and capacities ... ... ... 190
20,2 AULIO 191
20,3 PiNOULS . 191
20.4 Partyline output current (2-wWire) ... 194
20.5 Network quality settings ... .. o 194
20.6 CoNNECEONS .ol 194
20.7 POWEr SUPPIY oo 195
20.8 Environmental ... 195
20.9 Dimensions and Weight ... 195

21 Terminology/glossary . L 196

22 CoMPlANCE . o 198

Page 6 'Hf,l:li:: C|Bal'-00m®



User Guide| LQ Series 4.1

Important Safety Instructions

« Intended Audience: Professional, Technical and Qualified Personnel
» Read these instructions.

o Keep these instructions.

o Heed all warnings.

« Follow all instructions.

o Do not use this apparatus near water.

o Clean only with dry cloth.

« Install in accordance with the manufacturer’s instructions.

« Do not install near any heat sources such as radiators, heat registers, stoves, or other
apparatus (including amplifiers) that produce heat.

o Do not defeat the safety purpose of the polarized or grounding-type plug. A polarized
plug has two blades and a third grounding prong. The wide blade or the third prong is
provided for your safety. If the provided plug does not fit into your outlet, consult an
electrician for replacement of the obsolete outlet.

« Protect the power cord from being walked on or pinched particularly at plugs,
convenience receptacles, and the point where they exit from the apparatus.

o Only use attachments/accessories specified by the manufacturer.
o Unplug this apparatus during lightning storms or when unused for long periods of time.

o Refer all servicing to qualified service personnel. Servicing is required when the
apparatus has been damaged in any way such as; power-cord supply or plug is damaged,
liquid has been spilled, objects have fallen into the apparatus, the apparatus has been
exposed to heavy rain, the apparatus does not operate normally.

o Caution: Shielded Cable Requirement

« Shielded Cable is required for ALL LQ SERIES GPIO Port connectivity. Shielded Cable
must be used to assure compliance with domestic and international emissions standards.
Customers, Installers and or qualified Personnel failing to use shielded cables may cause
radio interference in which case the user may be required to take adequate measures.

Page 7 '|||‘,|:|:'=: 0|eal'-00m®
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1 Overview
1.1 About LQ
LQ™ linking facilitates interfacing to any 2-wire partyline, 4-wire and 4-wire+GPIO
endpoints either local or remote over any IP network.
The product line provides a unique combination of low latency with exceptional audio
quality and an intuitive, easy to use design.
LQ 4.0 and above also offers connectivity to HelixNet systems, SIP lines and the Clear-Com
mobile client, Agent-IC.
LQ is available in 8 models; the LQ-2W2, LQ-4W2 and LQ-4WG2 devices are small, robust
2-port throw-down boxes for fast and convenient installation.
The LQ-R devices (LQ-R4W8, LQ-R2W4-4W4, LQR-2W4, LQ-RAWGS, LQ-R2W4+4WG4)
are single rack units providing 4 or 8 ports in a combination of 4-wire, 4-wire + GPIO and 2-
wire options for more extensive installations.
1.2 The LQ product line offers:
« HelixNet linking. HelixNet to IVC connectivity via an LQ unit allows HelixNet to
connect to a Clear-Com Eclipse matrix system.
« SIP connectivity. Up to 8 SIP clients can be connected to each LQ device.
o Agent-IC. Up to 8 Agent-IC clients can be connected to each LQ device.
« A mix of hardware and virtual ports of audio can be routed through the system using
customizable Virtual Partylines. LQ Series 4.0 and above offers a mix of physical and
'virtual' ports.
o Each LQ-R unit allows up to 24 ports:
« 8 hardware ports
o 8 SIP ports
« 8 virtual ports. IVC ports and Agent-IC ports are considered 'virtual' ports. Virtual
ports can be used in any combination up to 8 in total.
« Up to six LQ units can be linked together providing a robust network for audio over IP
« Browser- based Core Configuration Manager (CCM)
dih ®
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o Adjustable audio quality settings to make the best use of available network resources
o Low latency OPUS codec

« LQ throw-down units: external power supply or Power over Ethernet (PoE)

o LQ 1-RU devices: dual redundant external power supply

« IVC-32 linking with Clear-Com Eclipse frames using G.722 codec (EHX 8.7 and
above).

1.3 2-wire features
o 2-wire throw-down units can be powered locally by PoE or external PSU
« 2-wire line termination
o Auto nulling
o Clear-Com/RTS modes with both RMK/Call signaling pass-through (Clear-Com only).
14 4-wire features
« Port Function switching alleviates the need for crossover cables
« Panel data pass-through facilitates the connection of Clear-Com panels to matrix over
any IP network
o Call signaling.
1.5 4-wire + GPIO features
« Network Control Events for flexible and scalable activation and passing of GPIO and
controls
« Designed to work with low power 2-way radios (or any device that uses a relay
trigger)
o Passes GPIO/control/data between LQ and Eclipse Matrix frame.
1.6 Clear-Com cable recommendations
Use the following Category (Cat), American Wire Gauge (AWG) and shielded cable types:
Page 9 '||I‘I|:|l'== 0|eal'-cllm®
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1.6.1 Cable recommendations

o Higher Cat numbers will support a higher bandwidth. Therefore, by
using a higher Cat number, you are future proofing your system to

some extent.
Category (Cat)

o Example: Cat5; up to 1G. Caté; up to 10G.

o Use CAT5e or higher.

o The lower the AWG number, the less temperature rise there will
be in the cable when using PoE. This is particularly important for
American Wire bundles. Local building regulations may rule out the use of 26AWG
Gauge (AWG) or higher, depending on the installation. Check with your local
building regulations.

o« Use AWG 24 or lower.

Shielded Twisted
I W Using shielded cable means less problems with interference from other

Pair (STP) or . . .
. . sources. This means that your network will be more robust if you use
Foiled Twisted .
. shielded cables.
Pair (FTP)
Overall

. Use CAT6a 23 AWG STP cable.
Recommendation

1.7 Example applications: 2-wire connections

1.7.1 Partyline to partyline (2-wire connection)

LAN, WAN,
Internet

i Clear-Com’
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1.7.2 Partyline to partyline (2-wire connection) #2.

Ved

LAN, WAN,
Internet

™

1.7.3 Partyline to beltpack

PoE or local

Ny

Internet

b Clear-Com'
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1.8 Example applications: LQ to matrix connections

1.8.1 Partyline to matrix (2-wire to 4-wire)

LQ 2w
. /
Internet

1.8.2 LQ 3.0 to matrix using an IVC-32 port.

IVC-32 card

o LQ to IVC-32 card
connection LQ 3.0
and above.

LAN, WAN,
Internet

i Clear-Com’
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1.8.3 Remote panel to matrix connection

4-wire direct Channel connection

Panel ;/

DATA +
_ 4-wire - w V-Series
At > 2B \ Panel panel
DATA + 4-
MVX wire or
card ©F
LAN, WAN,
N .. —-TH i-Series panel or
PiCo matrix ICS10008E /
\a ICS106E panels
1.84 PiCo HX to Eclipse HX (8.7)

IP trunking: Eclipse HX to PiCo HX (EHX 8.7 and above)

O oo ml
PiCo HX

LAN, WAN,
Internet

LQ 4-wire

IVC-32 card B

HX matrix

Page 13 (4% Clear-Com'
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1.9 Example applications: Radio connections (GPIO)

GPIO signals are converted to digital signals and then passed across the IP infrastructure (as

with a 2-wire call signal).

191 Radio to radio
Radio to radio over IP
3r¢r:la3?orty 3rd p_arty
radios

Internet

LQ-4WG2 LQ-4WG2
. Y Yo LAN, WAN, ' - o Q®®e - | —>
F— L St M A

1.9.2 Panel to radio

GPIO
V series panel V series panel to radios

&—T -

IVC Control
(GPO) LANWAN, LQ IVC port GPI
- Internet
matrix \

LQ IVC port GPI

7Y

(4% Clear-Com*
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1.9.3 Call button to radio
GPO from beltpack to radio on Call
button press
3rd party
radio
RS-701 LQ-2W2 LQ-4WG2
—{e0 ees —“Q—" . L
from Channel GPI to
Call button > to LQ > LQ » to LQ »  call Event = .dio
press triggers LQ
automatically GPO

sent

For configuration details see What are Channel Logic Events and how do I use them? and GPIO: Examples
and step-by-step setup, Example l.a.

194 LQ 4W+GPIO to and from matrix

LQ 4W+GPIO to matrix

LAN,WAN, Internet

4W+GPIO matrix

IVC-32
card

Page 15 (4% Clear-Com'
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1.10 LQ and LQ-R series models

1.10.1 LQ-2W2 Throw-down unit

- " i ) Clear.Com

AN HME COMPANY

:i 4 U Go

LORLA o FORLE e lLANZ

Two 2-wire Partyline connectors (XLR-3F)

1.10.2 LQ-4W2 Throw-down unit.

i clear-

ANCINCCOWPANY

__.' - -rir

-

LAN1/POE 12V == 2A MAX

Two 4-wire connectors (etherCON RJ45)

i Clear-Com’
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1.10.3 LQ-4WG2 Throw-down unit.

> Clear-Com'

% @

I..AN 1IPOE 12V == 2A MAX

Two 4-wire +GPIO connectors (DB-9M)

1.104 LQ-R2W4 1 RU unit.

AN HME COMPANY

Four 2-wire loop-through ports. (XLR-3M/XLR-3F)

Dual redundant power supply connectors

1.10.5 LQ-RAWS8 1 RU unit.

li%ClearCom &, |

J; A PORT B P PORT E RT F PORT G PORTH

Eight 4-wire connectors, (etherCON RJ45)

Dual redundant power supply connectors

Page 17
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1.10.6 LQ-R2W4-4W4 1 RU unit.

Four 2-wire connectors (XLR-3F)
Four 4-wire connectors (etherCON RJ45)

Dual redundant power supply connectors

1.10.7 LQ-R4WGS8 1 RU unit.

Soearton ¢ @D @D+ D -+ @D+ @D
L c PORT D AT F

PORT A PORT B PORT AT

Eight 4-wire +GPIO connectors (DB-9M)

Dual redundant power supply connectors

1.10.8 LQ-R2W4+4WGA4.

, &3

[
>
PORTA  PORTE PORT PORT F

X . G - 8 o @ el ..,m
Y _ ‘ 1 SRE S e o 2
S Ceartom @ b b - D - @D ) & ) C C
E € < 4 ’.15. . ® ®
— PORT C o PORT E LAN2 LANY PSUY PSU2

Four 2-wire connectors (XLR-3F)
Four 4-wire +GPIO connectors (DB-9M)

Dual redundant power supply connectors

i Clear-Com’
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2 Powering your LQ

LAN1/PoE connector

Grounding screw

L ieaﬁgg

Ly U

; LAN1!POE 12\!’ == 2A MAX —

Sleeve-locking

Audio ports (2W, 4W or
LANZ2 connector power connector

4W + GPIO)

2.1 Using the power supply unit (PSU)

« LQ units are supplied with a 24 watt sleeve-locking power connector.

e LQ-R 1RU units are supplied with two 60 watt sleeve-locking power connectors. Use
either power connector, or both to guard against one power supply failing.

Note: When connecting the sleeve-locking power cable, be sure to push until the connector locks into
the device.
Note: The 60 watt PSU can be used with the throw-down units if necessary.
TN ®
Page 19 '||,‘,|,|,'|v Glear-Gom
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2.1.1 Understanding power display icons

You will be able to see the power status of your device from:
o The front panel of the unit
« The device icon in the web based configuration tool (the CCM).
These indicators will show if the unit is using PoE or the PSU (LQ throw-down units), and

which of the two power supplies (or both) are in use for the LQ-R units.

LQ device is
using Power over
LQ throw-down units Ethernet (PoE)

If the device is using the PSU, this will be lit

up instead of the PoE indicator.

LQ 4W #1
162.168.2.5

PSU ON PSU OFF

LQ-R 1 RU units

152,168.2.6

2.2 Using Power over Ethernet (PoE) with 2-port units

The 2-port units will receive power from the LAN1/PoE connector if required (this is not the
case for the larger LQ-R units).

When using PoE the LQ-2W?2 supplies approximately 70 mA of power to drive the wired
beltpacks (about two beltpacks).

The units draw up to 12 watts of power (depending on what is connected to them), so when
using PoE you should have at least a Class 3 PoE switch.

If you exceed the power of your switch or network, the LQ device(s) will show a persistent
flashing green light, and not move beyond the Clear-Com splash screen. This indicates that the

Page 20 (4% Clear-Com'
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device is continually booting and needs more power. Consider using the supplied sleeve-
locking connector cable or a higher Class PoE switch.

2.3 Power 2-wire beltpacks from the Partyline
2-wire beltpacks take power from the Partyline. The maximum numbers are shown in the table
below.
LQ series .
- Power supply Number of beltpacks powered by the Partyline
LQ 24 watts 150 mA (~5 beltpacks) per device
PoE (device d to 12
LQ Al S B 70 mA (~2 beltpacks) per device
watts)
LQR A 250 mA. (~10 beltpacks per pair of ports, max 20
per device)
2.4 Reboot system

The system will start its boot sequence immediately when power is applied. If you need to
reboot for any reason, either cycle the power or press all four direction keys on the control
panel on the front of the LQ unit at the same time.

Press all four direction
keys at the same time to
reboot.

The system can also be rebooted using the front panel menu screens: Menu > Administration >
Reboot and from the CCM: Device > General > Maintenance > Reboot.

i Clear-Com’
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3 Core Configuration Manager (CCM) walkthrough

This section gives you an overview of your configuration tool. Find context sensitive help in

the user interface by clicking on the blue ? icon.

3.1 How to Access the Core Configuration Manager (CCM)

1. Make sure the LQ device is connected to a network (either LAN connector on back of

device).

2. Open a browser (PC, tablet, mobile) on the same network as the LQ device and input the
IP address of your LQ in the address field. Find the IP address in the front menu screens of

your device.

Core Configuration Manager (CCM)

Usermname: admin

Find password: Front panel menu>Administration>CCM Access>Default password>[unique password]

https:Iwww,

1. Open a web
browser
(Computer, tablet, .
mobile)

2. Input IP address
of the LQ unit into the
URL field to access the
cCcM

3 second press
for front panel

| SOt

& Clear-Com

A

3.1.1 Minimum requirements for the CCM

Supported on the latest versions of all major web browsers (i.e. Google Chrome, Safari, Firefox,
Internet Explorer, Opera).

Page 22 '”:‘:|:|E== cleal'-cﬂm®
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The Core Configuration Manager (CCM) password

The username for the CCM is: admin.
The default unique password is based on the device serial number.

To find the default password navigate to: Front panel menu>Networking>CCM
Access>Default password [unique password].

The default unique password is available in the front panel menu of the device UNTIL you
change it in the CCM. If you change the password it is no longer available in the front panel
menus. If you lose the password you need to reset it from the front panel menu in order to gain
access to the CCM.

Change the CCM password from the default setting

In the CCM, navigate to: Device>General>Change password.

Reset the CCM password from the front panel menus

Press and hold the Menu button for 3 seconds (the menu button is the center button on the
circular control pad).

Using the navigation arrows, navigate to Front panel menu>Administration>Reset CCM
pass>Reset CCM pass.

Push the menu button to select an option or commit changes.

Once you have reset the password, it is available for you to view under Networking in the
front panel menu.

Overview

This page shows an overview of all the devices in your system. Devices in the upper part of
the page are the units in a Link-Group. As LQs are added to the group, they appear in this
screen. A HelixNet device can also be included in a Link-Group (LQ 4.0 and above).

On the lower part of the screen you can see the external systems that your LQ device is
connected to. These can be:

o IVC (matrix) connections
« SIP (telephony interface) connections
« Agent-IC (mobile client) connections.

If you have a HelixNet in your Link-Group, you will see the remote units that are connected to
the HelixNet Main Station in the lower half of the Overview screen.

Page 23
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Orange highlight shows that the browser is
pointed at this device. It is the Host device.

4% Accounts "lﬁ; M'm

Devices

Page navigation bar. Click
tabs to access pages.

Device resource bar
Click to program Click to program
this device this device

V¥ IVC-32 Ports
Click for dropdown
information

o] IVC Host Port Label VOX Status

A1 e 1 e o Connected

Click to program

this port
Name /  DeviceID (2-6) |
' /A4 LM = Link-Master |
" Resource bar
IPaddress | .
y, 10.505.20 - T ,
~ 1 Powerindicators
m Ve | SR y.
~_ Click to configure this |
[\ device

L

" Interfaces present \
on this device

!
oy
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3.3.1 Device Configuration
Devices in a Link-Group can be configured either directly or by proxy, meaning that the
configuration operations for a unit are routed through the host device. The host device is the
unit which the browser is currently pointed to (orange highlight).

Click on the gear icon on any device. -[:I

You can use the Overview page to obtain diagnostic information for your all systems.
Whenever you see a > symbol, click to see a drop-down section.

Clicking the gear icon in any part of the CCM always takes you to programing options.

3.3.2 Resource Bar

Device
Resource
Bar

-

LQ 2Wi1

3.3.3 About the Resource Bar

The Resource Bar is a tool that indicates the amount of processor power currently allocated
on that device.

o Bar orange = 70% of processing power reached

o Barred = 80% of processing power reached
The device will work in the red zone, but the reliability of the audio response may decrease.

The CCM will start limiting demands on the unit (for example it will prevent a port being
added to a Channel, or the addition of an IVC-32 or multi-Channel port) in order to maintain

good audio quality and responsiveness.

Page 25 '”:‘:':'E:: 0|eal'-c(lm®
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3.34 To optimize resource usage

o Reduce the network quality in the local audio mixes. Higher network quality takes

more resource.

« Reduce the number of ports that are in different Channels. Several ports in the same
Channel do not take much resource. It is more demanding if the ports are spread over
several Channels.

« Using a LAN/WAN/Routed Network Optimization mode will reduce the overall
resource usage (set Link-Group Optimization mode in the Linking page of the CCM).

34 Device

The Device page takes you to the configuration options local to your LQ device. On the left
you see configuration page buttons; General, Network, Linking and Ports. Switch between
devices in a Link-Group using the dropdown menu just above the device icon.

Click this
dropdownto
select different
LQ devices. This &I Overview Device | aw Roles | N7 Assignments | 4 Accounts w|ﬁ; m.m“ 0[
allows accessto
devices and
configuration by > General

proxy- ‘
)
~ - ;::m
Orange highlight

shows thatthe 14 (Boot-Version LQ-1.2.0) hw: 1-1

General Netwaork

browser is /
pointed at this { O ;I] » Change Password
device. It is the
Host device. s Ports ¥ License
7, — Click an arrow to
B «— » Upgrade toggledropdown
| Click a button . configuration options

¥ Maintenance
to access

configuration [
pages

34.1 General Settings

Configuration options local to your LQ Series 4.0 and above device.

i Clear-Com
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Re-name your LQ.

General

Press [Enter]

Name : key or click
blue check
Model : LQ-4WG2 mark to save
|

Version © 3.0.22.1-6691 (Boot-Version LQ-1.2.0) hw: 2-1

Change Password

Change the password to the Core Configuration Manager local to that device. You can only
change the password from the Host device, not by proxy.

License

Click here to activate licenses for SIP or Agent-IC clients.
For more information, see:

Licensing on page 149

Upgrade

Click Select File and navigate to where you have stored the upgrade file (.gz extension).
Then click Upgrade when the Upgrade button turns blue. Wait while the device reboots
itself.

An LQ unit must be upgraded from the host device (the device that the browser is currently
addressing). The units cannot be upgraded by proxy.

To access a device directly as a host you must input that unit's IP address into a browser to
access the CCM. The host device always has an orange highlight.

All devices in a Link-Group MUST be running the same version of the software; you must upgrade
all devices in the group.

After upgrades you are advised to check linking connections and auto null partyline ports.

Maintenance

Reset the unit to default settings.

Reboot the system.
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Create a support archive. Support Info provides a 'snapshot' of the device's operational
information for troubleshooting purposes.

Network

Dynamic host control protocol (DHCP) or Static IP address allocation?

Default setting: DHCP
It is recommended that the Link-Master in a Link-Group has a static IP address.

Most networks use DHCP to allocate IP addresses. Because of this, DHCP is recommended for
fast set-up as the devices can be immediately connected to any network that provides DHCP.
The addresses provided are dynamic and may change from time to time. Because DHCP IP
addresses can change, the Link-Master should have a static IP address, or it may lose
connectivity to the group. Link-local environments on page 69

External IP address and External Port setting

For efficient networking, these details should be set for any LQ device that connects over a
firewall.

The Link-Master uses TCP port 80 for management, and TCP/UDP port 655 for audio. See Linking
over Internet or WAN below for port addressing and port forwarding details.

See your network administrator if you require network details.

Linking

In this page you can program a Link-Group. A Link-Group is a method for connecting LQ
devices over LAN, WAN or internet so they share audio and data between them.

A Link-Group can contain both LQ devices and HelixNet Main Stations (LQ 4.0 and above).

Page 28
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Link-Master
Q + 1box issetto Link-Master
+ Each LQ joins the group through
the Link-Master
e Upto6LQs in aLink-Group
laws I~y 27w

Channels
There are 24 channels within
\ each Link-Group (channels
can be added or taken away

& 1 & as required). Any port on any

LQ can be assigned to any of
LQ #5 LQi3 the channels. To assign ports

a to channels navigate to

Assignments in the Core

LQ #4 Configuration Manager.

LAN, WAN,
Internet

Devices can be seen and programmed from any device in the group.

e, | | s | By a—

Once connected, devices

in a Link-Group can be

configured from any unit
Browser pointed
at the host unit

The host unit is
able to configure
any other unit in
the group

Click on gear icon
on any unit to
access control
options

3.6.1 Link-Group Role

The Link-Master is responsible for synchronization and distribution of audio, Channel names

Page 29 '”:‘:l:lE:: clear'com®



User Guide| LQ Series 4.1

and device availability throughout the Link-Group. Each group needs a Link-Master.

To create a group you must connect LQ member(s) to a Link-Master. Change this setting to
Link-Member on the device to be connected to the master. When you change the role to
Link-Member, you can then enter the Link-Master IP address here to link the devices. Find

the device IP in the front menu screen of the device.

Note: If linking with a HelixNet Main Station, the HelixNet device must always be designated the Link-
Master.
1% Overview | 'S Device & Roles ST Assignments 4% Accounts 4“’ m-m e[
Linking Select Link-
Group Role
10.50.16.48 Link-Group Role :
e Link-Group Optimization :
Ggal N:-tqu:rk Link-Master IP address : -
Linking Ports ‘ ‘ Input LI nk_
Master IP
here
To take an LQ device out of a Link-Group, change it's role back to Link-Master here. This
will disconnect the device from the group.
Related Links
About Linking on page 58
Creating a Link-Group on page 47
3.6.2 Link-Group Optimization
Internet/NATed network (Default mode)
Use this setting whenever the network you are using crosses firewalls. This is the default
mode and will work with all networks. However, it requires more processing power of the
LQ device and may affect latency.
LAN/WAN network
I"'Ii ®
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Use this mode when using LQ in a private network. It uses less network and CPU resources
and gives better latency than the default.

Link-Master IP

Enter the Link-Master IP address to link a device to a group. You only see this field when the
device is set to Link-Member.

See Creating a Link-Group on page 47 for step by step details.

If connecting over firewalls, this will be the Link-Master's external (public) IP address and
the port mapped to TCP port 80 at the firewall.

See Linking over Internet or WAN on page 60 for port forwarding details.
Related links

Internet connectivity on page 70

Ports

Settings vary according to port type.

LQ 4.0 and above allows five different port types: 2-wire, 4-wire, GPIO, IVC and SIP. You will
see the port types available to your system in this page. Use the Port Selector to select ports
for programing. Use the drop-down device selector for moving between different devices in a
Link-Group.

In this page you can set port variables such as input gain (volume) and VOX detection. You can
name the port here. More than one port can be selected for configuration at one time.

You can also program the GPIO triggers for your system, allowing relays to be sent to radios or
other remote and third party equipment.

In LQ 3.0 and above, it is possible to put ports in more than one Channel.

VOX settings are available on all LQ port types.
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LQ. 4.0 allows 5 different port types: 2-
wire, 4-wire,GPIO, IVC and SIP. You
only see IVC and SIP ports if they have

If you have Link- been previously configured.

Group, navigate _

SETmET GlE TEe Use the port selector section to select
B required port type. Selected port has an

orange highlight.

8 Overview Device &% Roles T Assignments

45 Accounts I“ﬁ; uea‘-m“ (7] i

LQ 4w Audio Ports

_

[1050.1221 ] : 4 wire ¥ Port Settings
ME3ED

aw | e B

1-4W-Port A Label :

_AW-Po Aulli Channel S
General | Network B 1-4W-Port B Mulii Channel Support

'm' FI'E Ve
||'lDUt Gain :

W IVC SIP 49 Output Gain -

Linking Ports

CD P P vOX Port configuration

VOX Mode - options are here

L =i VOX Off Delay - Not set

W 2002 VOX Threshold - Not set

W 3000 VOX Action Triggers : Not set

Click ports

A4 (IW1000 AWire
button -
5 W 2003 Port Function :

Baud Rate :

W 2004

371 2-Wire specific settings

i Clear-Com
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55 Overview &% Roles ST Assignments &% Accounts

Audio Ports Enable power as
) required. Enabling
P E 2 Wire V¥ Interface Settings power automatica”y
A |@32w-Port A E— enable_s
B M 3-2W-Port B Mode termination.

General Network

Lk

Enable Multi Channel v Port Settings Enable VOX Mode if
Linking Support if you want to you want to use
& put this port into more VOX to trigger an
than one Channel. action.

Select action Support: Termination can be

trigger. See vox .. toggled on an off.
Network Control VOX Mode: Termination should
Events.

VOX Off Delay: Not set not be enabled on
M Threshold: Not set more than one

VOX Acticn Triggers: Not set connected device.
You must perform an auto-null

when any change in the el
connected 2-wire equipment " il
occurs or there is a significant
temperature change

Auto-Nulling:

Autonull: You must perform auto-null when any change in the connected 2-wire equipment
occurs or there is a significant temperature change.

Termination: Termination is enabled automatically when power is enabled on a 2-wire
partyline. Termination should only be enabled on one device within a 2-wire circuit.
Termination can be toggled off and on in the configuration user interface.
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3.7.2 4-Wire specific settings

1 Overview ST Assignments 4% Accounts

LQ 4W#1

S ¥ Fot sednes Enable this option if you want to

put this port into more than one
General Network > W 1-4W-PortB Multi Channel Support Channel

1-4W-Port A T

& e Input Gain Click to enable VOX mode.
Linking Al EEEESE Oulput Gain Enabling this option will activate
VOX action triggers

VOx

SIP

W 200
-~ See Network Control Events for

W 2002 VOX Threshold i 1
reshol more information

W 3000 VOX Action Triggers

W 4000 4-\Wire

= 2003 Port Function Setting this option correctly avoids

Baud Rate the use of a cross-over cable. See
: Port Function.

W 2004

This setting depends on which
equipment you are connecting to.
It determines the data rate. The

default is to Clear-Com equipment.

3.7.3 4-Wire + GPIO specific settings
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15 Overview &% Roles ~F Assignments &2 Accounts

Mic level option supports connection to |

Audio Ports devices that normally have a

p microphone connected directly to their
E 4-Wire + GPIO ¥ Port Settings audio input (handheld radios).
; o [ bl Overall gain = Output Gain + Output
' Level.

B AWV- S
General Network W 1-4w-Port B Input Gain :

% Ll CulplCan Enable Multi Channel
opLLEver Support if you want to

Linking Ports Multi Channel put this port into more

(f .|||||||. Support: than one Channel.

Select action T »

trigger. See VOX Mode: Enable VOX Mode if
Network Control VOX Off Delay: Not set you \{Vant to use VOX
Events. VOX Threshold- Not set e )

VOX Action Triggers: Not set

GPI and GPO
triggers. See

Network Control

Events for more

GPO Off Delay: information.

GPIO
GPI Action Triggers:

GPO Triggered By:

Note: A 4-wire+GPIO port will not transmit call signals in the form of data. The GPO Output Trigger
must be set to Channel Call Event, or a signal will not be sent.

374 IVC-32

You only see IVC32 ports in this screen if they have been previously created in the
Accounts page.

i Clear-Com
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=5 Qverview =vices &% Roles SF Assignments & Accounts

Audio Poris

y,

N 4-Wire v External System Settings .

3 i it « [ \:ble Multi Channel
A W 1-4W-Port A IVC-32 Label : IVC 1 Support if you want to

U, (P— 3 M 1-4W-Port B Eclipse Server : 10.50.17.135:6001 put this port into more
than one Channel.

L e

i = V¥ Port Settings EHX Managed
Linking Porls Bl i — - 4 .
f 'Ill'lll' External Port Label : (default) will use
‘ Input Gain : Wh?_ieyer n?tWCt):r:k
quality is set in the
Output Gain :
F EHX software. The
e / other options will over
ST -ride what is set in
EHX.

REMOTE
Network Quality:

Enable VOX Mode if
you want to use VOX
to trigger an action.

g Suppression: =
Click here for error

Select action el Enabling Silence

trigger. See VI By i Suppression will stop

Network . © Not set transmission when
VOX Action Triggers: Not set Silenile ils dEteEtEd on

the line. This
GPIO
S'r;gaer;g%zg GPI Action Triggers: conserves network
resources.
Network Control GPO Triggered By: 4

Events.

3.75 SIP specific settings

You only see SIP ports if they have been previously created in the Accounts page.

i Clear-Com
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13 Overview Device | & Roles | N7 Assignments | &5 Accounts IH’ d
; : 7 Assgnments | | Clear-Com | © |

Program SIP Accounts

LQ 4w#1 Audio Ports

4-Wire ¥ Accounts ﬁ

A SRR SIP Server Label: SIP 1
General Nelwork > W 1-4W-Port B Registrar / Proxy : 10.50.12.83:5060 SIP server IP address
: ) and port

e
¥ Port Settings

o Al | mIvCsIP49
Linking Ports SIP Account Label

Cg : SIP Input Gain :

Output Gain :

Click for
information

2001
W 2002
VOX Mode :
W 3000 o
VOX Off Delay : Not set

W 4000 VOX Threshold - Not set

W 2003 VOX Action Triggers - Not set

W 2004

Multi-Channel Ports

It is possible to assign one port to many Channels. There is no limit on the amount of Channels
a port can be put into, but the rules for device resource usage apply. When the unit is reaching
the limits of its capacity, the user interface will stop you from assigning more ports.

When do | use multi-Channel ports?

An example of when to use multi-Channel ports might be if you have a program feed or stage
announce that should be heard by several teams or groups.
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3.7.7 Enable multi-Channel port feature

55 Overview % Roles N7 Assignments &% Accounts

Navigate
to
req U!red - 4-Wire @#-ort Settings

device

Audio Ports Select port

1-4W-Port A Label -

General Network i W 1-4W-Port B Multi Channel Support
T L . Select Enabled
\e .

W IVC SIP 49

Linking Ports
(;9 =1

SIP

B 2001 VOX Off Delay

W 2002 VOX Thresheld
Select po rts page W 3000 VOX Action Triggers : Not set

W 4000 A-\Wire
W 2003 Port Function :
Baud Rate -

W 2004

Once enabled, multi-Channel ports are available in the Assignments page, ready to be
assigned to more than one Channel.

i Clear-Com
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Multi-Channel porticon.

v LQ_4WG2 #1

1-4W-Port A

1-4W-Port B

Number of
Channels the
L portis in

If the port has already been put into a Channel, it will be unassigned from the Channel when you
enable multi-Channel support.

For more information on how to put ports in Channels see Assignments on page 40.

Multi-Channel ports will not be placed in a local audio mix, they will be transported as a single audio
stream. You can use the Resource Meter as a guideline for device capacity.

For more information, see:

Resource Bar on page 25

Roles

When using LQ, some of the products you interconnect with use Roles for the purpose of
intercom setup. Roles are preset configurations, used to simplify and control your intercom
installation. You can work with default Roles which can be cloned or edited. You can also
create your own Roles if required.

The products that use Roles when connecting to LQ devices are: HelixNet and Agent-IC.

When a HelixNet device is linked to LQ in a Link-Group set up, the Role configuration from
the Master HelixNet device will override the LQ units.
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For more information about HelixNet Role configuration, see the HelixNet User Guide,
available from the Clear-Com website.

Add a new Role. A new This is the default
Role is always generated Role for this Creat I
from an existing Role and device. Selected ealElalcione
then edited. Role has an (COD\FI{)OgthIS

orange highlight.

4% Accounts

HMS Default
Sort by
® D O name v Keyset Click |_'1ere to assign
this key to 2

. T different Channel.
Select All Deselect All Channel 1 Channel 2 n

_— — (Channel assignment
| B HMS Defautt ey e toggles on and off)

Click to configure
HelixNet Main
Station Roles

> Beltpack (HEP) Talk Latch :

% Remote Station (HRM) Station

> Speaker Station (HKB) Headset

Click to configure
Agent-IC Roles

> Agent-iC Microphone

Program Input

Stage Announce Output

Hot Mic Output

Loudspeaker

GPI (Opto)

GPO (Relay)

Assignments

Network transmission controls/transport settings are in this page (LQ only).

This is where you will assign ports to Channels. All devices, with their associated ports appear
in the left margin of this page.

In the center are three tabs; chose from All, Channels and Directs.
Channels (up to 24 in total per Link-Group) are shown on the right.

To route audio:
1. Choose Channel type; Channel or Direct.

2. Click on an available Channel to select it or click '+' to create a new one.

3. With the Channel selected (orange highlight), click '+' next to the port you require to put
into the Channel.

4. Repeat step 3 as often as required.
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[ Add Channel Channels tab ]

5 Overview IS pevice -.':'.-':.II' 2nts 4% Accounts '||ﬁ} uear—cﬂm ‘ 0 L

7 - Assignments
Ports Channels

Group By: == O Roles @ Hostnames Show All Channels &
O Devices @ Port Types

i Channel ]
v LQ-2w2 ki m d
B | 1-2W-PortB (4] & Rs701 ‘ ‘ Channel 2

A | Rs-701

. LocaIAudi_o Mix
Click '+' to put " (submix)

port into selected

Chann8| Channel 5
Selected Channel

has an orange el

This symbol highlight
indicates that Channel 7
this port can be
put in more
than one
Channel

Channel 8

Channel 9

Channel 10

Network transmission controls (submix) are in this page.

Channel or 4W Direct Channel?

An LQ Channel is made up of multiple audio sources which operate as a partyline. All sources
in a Channel can hear and talk to each other. A 4-wire direct (panel) Channel, by contrast, is a
connection between two ports only. A 4-wire direct (panel) connection cannot be included in a
Channel and is configured separately.

Direct Channels are not available in a HelixNet system.

Local Audio Mix (LAM)

Each LQ device within a Channel performs its own local audio mix (submix). The LAM mixes
audio at a very early stage of the audio transport which reduces the latency of the audio
streams (below 4ms) and improves audio processing. LAM is a way of improving latency,
increasing the capacity of an LQ device in certain user cases and reducing network usage.

The LAM is performed automatically when ports are added to a Channel.
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Note: The ports from each LQ appear within a box, with the local audio mix icon in the bottom right
corner, where you can program network settings.

A

/1 LQ device outline

o

ry

-

1-2W-Port A
1-2W-Port B
IVCPort1
WCPort? Click here for
audioand
_ network settings
1-2W-Port A local to this
device.

1-2ZW-Port B - o

Network settings within a Channel are set on a per-device basis. To set differing network
quality for ports from the same device, put the ports in separate Channels.

Note: LAM is not available if you are using a HelixNet/LQ Link-Group.

3.9.3 Local Audio Mix/transport settings
Click/touch a blue label in the CCM to access settings.
Silence suppression. Default = Disabled

Enabling this option will stop transmission and implement comfort noise when silence is
detected. This is done to conserve network resources.

394 Recommended network settings

« Internet - very low or low
« LAN/WAN - balanced or high

o LAN only - very high. This option enables 20 kHz bandwidth.
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3.95 Custom setting
The Custom option allows adjustment of the jitter buffer setting independent of bit rate and
packet size.
The jitter buffer setting is designed to buffer audio received to prevent loss if there is network
jitter. Note that the jitter buffer selection will directly affect the latency. This is because the
lower number in the jitter range represents the amount the LQ unit will buffer audio before
delivering it to the port. A bigger jitter buffer setting will increase latency in milliseconds.
Note: The network setting is the bandwidth from the LQ device into the IP network.
Note: Within the Custom setting, selecting an Audio Bitrate of 128 Kbps will automatically set Bandwidth
to 20 kHz,
Network Quality. Click on the slider to set. Default setting shown in Bold
Transmit
Audio bitrate 16, 32,48, 64, 128 Kbps
Audio bandwidth 12,20 kHz
Packet size 60, 40, 20, 10, 5 ms
Receive
Jitter (min-max) 60-200, 40-100, 20-60, 5-60, 3-60 ms
Unit latency 80-220, 60-120, 40-80, 25-80, 23-80 ms
3.10 Accounts
In this page you will generate and maintain accounts to external systems.
o Agent-IC client accounts
« PBX (SIP) accounts
o IVC (matrix) accounts
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Agent-IC Agent-IC Users

i

Agent-C Users List

# Label User ID Password Default Role LQ Assignment

Click '+'to add a
user account

Click button to
choose account

type

User log in credentials (User ID and Password) are stored in this page for each account.

Agent-IC and telephony (SIP) accounts need a license (see your Clear-Com representative for
information).

i Clear-Com

Page 44 '”



User Guide| LQ Series 4.1

Basic set up (LAN)

TN
"HO«Q‘%&B}HUH ‘ﬁ

2-wire 4-wire

4.1 Setting up your LQ environment within a LAN
Gather the following equipment:
e 2 xLQunits (LQ #1 and LQ #2)
o 2 x provided Power Supply Units (PSUs)
o 2 x Straight-through RJ45 Ethernet cables
o 1 x Network connection with Dynamic Host Control Protocol (DHCP) server present
(preferred method)
o 2 X 2-wire, 4-wire and/or GPIO equipment to provide an audio connection to each LQ
o 2 x 2 Network connections available for connecting each LQ to your network.
1. Connect either LAN port of LQ #1 to the local network equipment.
2. Connect either LAN port of LQ #2 to the local network equipment.
3. Connect the provided PSU to each LQ device. Once booted, each device will display an IP
address on the front panel display.
Power indicator
%
LQ 4W #1
192.168.2.5
> Clear-Com*
Display screen Display control panel
IP address of the Green flashing light = system
USB connectors unit appears here booting
Steady green light =
operating correctly
Red light = Connectivity
problem
dih ®
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4. Once the devices are operational, you will program each device through the browser-
based Core Configuration Manager (CCM).

5. Access the CCM. From a device connected to your network, open a Web browser. Enter
the IP address as displayed on LQ #2 device in the address field of the Web browser
(Chrome, Safari, Firefox, IE, Opera). This takes you to the CCM.

6. For details of the CCM username and password see The Core Configuration Manager
(CCM) password on page 23

Core Configuration Manager (CCM)

Username: admin

Find password: Front panel menu>Administration>CCM Access>Default password>[unique password]

https:/iwww,

1. Open a web
browser
(Computer, tablet,
mobile)

2. Input IP address
of the LQ unit into the
URL field to access the

CCM 3 second press
for front panel
menu
& Clear-Com
Note: The IP address will be allocated by DHCP (default mode). In the event that the network does not

serve DHCP or there is no network connection, the IP address will revert to a link-local address. If
necessary IP addresses for the devices can be configured in the Network page of the CCM. See
information links at the bottom of this page if you require more information.

7. Connect the audio equipment to Port A of each LQ device.

8. Once the LQ devices are set up, proceed to Creating a Link-Group on page 47.
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Connect either

LAN port to
network
Connect beltpacks (or
other audio equipment)
Connect

power supply

Connect either
LAN port to
DHCP enabled
network

For more information see:

Static IP configuration on page 67

Creating a Link-Group

Before linking units together, one LQ device must first be designated as the Link-Master by
setting that device's role to Link-Master. Every other LQ device within the Link-Group will
then be set into a Link-Member role which allows the linking of those unitsdirectly to the
Link-Master.

When creating a HelixNet/LQ Link-Group the HelixNet must always be designated the Link-
Master.
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In this example, LQ #1 will be left as Link-Master (default configuration) and LQ #2 will be
linked to it.

421 How to create a Link-Group

1. Navigate to Device > Linking on the CCM of LQ #2.
2. Click Change Role to Link-Member.

18 Overview Device &% Roles ST Assignments 4% Accounts

; Linking Select Link-Member

Link-Group Role : Link-Member~ Cancel
El

Link-Master IP address : -
General Network

1 © SRR

Link-Member must be
given Link-Master IP
or name. Click blue

check mark to submit

changes.

Navigate to Linking

3. Within the Link-Master IP address field, enter the IP address as displayed on the LQ #1
device. Click on blue check mark or press <ENTER> key to submit.

4. The next available Device ID will be selected by default (highlighted in blue) but can also
be manually selected.
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=5 Overview & Roles ST Assignments 4% Accounts

LQ-2wW2

10.50.16.38
E3

Linking

E Link-Group Role : Link-Member

Configuration for Roles, Assignments/Channels and
General Network ___Accounts will be replaced by the configuration of the

(#h) new Link-Master.
ﬁ' FI‘L - 2. Apply changes

Link-Master IP address :

Linking Ports
CO : Link-Group Member IDs -
GOt JRL AL N At

Slot #2 was autorgically selected for this Device.

Select an available slot for re("ln of this Devic
within the Link-Group. 1. Select an

available device ID
if you do not wish
to go with the

default selection

Note that when linking a
member to a master, the
configuration from the
master will over-ride the
member

5. Click Apply changes.

LQ #1 and LQ #2 will now be linked (operation may take up to 30 seconds to complete).
If there is existing configuration on the member LQ, this will be replaced by the
configuration of the master.

. Navigate to the Overview page (top navigation bar). Both LQ devices should be displayed

on this page.

. Before continuing, if either LQ device is a LQ-2W2 model, you may need to auto-null both

ports (power must be present on the 2W circuit before auto-null is possible). For each
device to be auto-nulled, navigate to Device > Ports.
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8. Expand port sections and click on the Auto-Nulling button for each port.

1 Overview Device ST Assignments &% Accounts 'lﬁ; m—m e

Select port (selected port

: has an orange highlight)
il

v AEldvE SNy s

R3-701 Power :

_9W-Po Y -
General Network = L lilE

T &

Linking

w Port Settings

Label :

Multi Channel Support

Input Gain :
QOutput Gain :
Navigate to Device> vOX
Ports VOX Mode :
VOX Off Delay :
VOX Threshold : Not set
VOX Action Triggers :
2-Wire
Termination :

Auto-Nulling :

Note: The auto-nulling operation emits a loud hiss on the circuit. When auto-nulling, ensure that all talk
buttons on external Partyline devices are turned off.

For more information, see:
About Linking on page 58
In LQ 4.0 and above a HelixNet Main Station can also be included in a Link-Group.

LQ to HelixNet connectivity on page 131

4.3 Using Channels to route audio

1. Click on the Assignments button within the navigation bar.
2. Select the Channels tab.

3. Select Channel 1 (or other Channel) from list on the right of Assignments page.
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4. Add Port on each device to required Channel by clicking on the + symbol to the right of
each port.

You should now be able to pass audio and call/RMK signaling to/from Port A on each device.

Channel 1 must be selected before audio can be assigned to it. This is shown by an orange
highlight.

12 Overview | ™= Device | aw Roles ASsignments| 4 Accounts \\ﬂ; m—m e

Ports ‘ All ‘

Group By © Roles @ Hostnames Show All Connections ‘&
© Devicelndex @ Interface Type

Channel1
v LG@-2w2 .

B | t2w-ponB & 12wraiB Channel 2

Al | vem @ Rs701

Channel 3
A | rsTm

Al | siprt e Channel 4

H 1 1
Click '+' to add

port to Channel 1

Channel 6

4.4 Clear-Com cable recommendations

Use the following Category (Cat), American Wire Gauge (AWG) and shielded cable types:
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44.1 Cable recommendations
o Higher Cat numbers will support a higher bandwidth. Therefore, by
using a higher Cat number, you are future proofing your system to
Coiiemar (Ea some extent.
o Example: Cat 5; up to 1G. Cat 6; up to 10G.
o Use Cat 5e or higher.
o The lower the AWG number, the less temperature rise there will
be in the cable when using PoE. This is particularly important for
American Wire bundles. Local building regulations may rule out the use of 26AWG
Gauge (AWG) or higher, depending on the installation. Check with your local
building regulations.
o« Use AWG 24 or lower.
Shielded Twisted
Pair (STP) or Using shielded cable means less problems with interference from other
. . sources. This means that your network will be more robust if you use
Foiled Twisted .
. shielded cables.
Pair (FTP)
Overall
. Use Cat 6a 23 AWG STP cable.
Recommendation
dih ®
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5 Front panel interface

From the front panel of the LQ you can:
» Set audio configuration
o input gain

o output gain

o Set VOX configuration
« VOX
« Threshold

o Delay

o Set 2-wire specific settings
o Powering of the line

o Clear-Com/RTS mode

o Auto-nulling

o Termination

o Set 4-wire specific settings
« Port Function: set port function of Ethernet cable ‘to Matrix’ or ‘to Panel’,
o Voxlevels

o Baud rate

o Check licenses on the unit (SIP or mobile client)

o See GPIO settings

o Test GPO hardware trigger

« Set Mic level/line level (mic level for use when connecting directly to a radio)
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o Set device settings

o Brightness of OLED
« Screensaver time-out
« Reboot

o Reset-to-default

o Networking

o Edit network details

o Hang up SIP calls

« Collect diagnostic data for troubleshooting your device

51 How to access front panel menu options.

- -
—— Use direction keys to
navigate menus.

y

If no key press for 20 Menu options 3 second press = enter menu mode.w
seconds, menu mode will appear here khShc:rt press = select and apply.
time out.

Pressing all fourdirection
keys at once will reboot
device.

5.2 Programming network details from LQ device front screen

In LQ version 3.0 and above network details can be input and changed from the device front
screen menu, as well as from the CCM.

i Clear-Com’
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Note: You can also test that the device GPOs are firing correctly from the front screen menus. Navigate to
Menu/ports/port and scroll down.

5.2.1 How to edit network details from the device menus

1. Navigate to Menu > Networking > Edit. Edit is at the bottom of the networking list. Use
the arrow keys to navigate menus.

2. Disable the DHCP setting on your device. This allows you to access network details.

Disable DHCP and select IP for editing.

DHCP = ,."'f-{ x\'\.‘l ___.--"r"_ "
|' mp-—— | Press
K"‘-\. -_.____,-"f
Enabled / x\
f N \
\ ~———_ Short press to select
K‘\-\ _____,.-"'j h -
.l'.f.r ‘\\\'\
| )
o -____-’-If

DHCP f

‘\.\
=)
-f'_’.-’

Subnet mask

[Press to edit] v ™~

i A" P o,

': .:_‘_-_;t—-_. Short press to select

% r L >

Page 55 'H:‘,':ﬁ:: meal'-(:(lm@



5.3

User Guide| LQ Series 4.1

Edit and save IP address.

L/R/E to select
Nawgate

— through
. numbers

X X. X X. X X.
Cancel

v

Short
— . press to
select

L/R/E to select
X X X X X X
Cancel

>

X X X X. X X ~, required
_— numher
Cancel L

L/R/E to select

Short
— press to
| commit |

o

X X. X X. X X.
Cancel

L/R/E to select @ SCI’D" to

Repeat foreach number. Then Save.

3. Repeat for Subnet mask, Gateway, and DNS as required.

The USB Logger

The USB logger can be used to capture comprehensive and detailed logs from your LQ unit
(LQ 4.1 and above). These logs can be used to troubleshoot and diagnose problems.

Contact Clear-Com Global Support Services (GSS) for more information:
https://www.clearcom.com/support/service-repair/
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6.1 What is a Link-Group?

A Link-Group is a set of LQ devices connected over IP so they share audio and data between

them.

With LQ 4.0 and above a HelixNet device can also be included in a Link-Group. This increases

the available ports and the range of a HelixNet system.
Link-Master

LTI N & um

LAN, WAN,

Internet
LQ #3

o A

LQ #5 I

LQ #4

® 1box issetto Link-Master

+ Each LQ joins the group through
the Link-Master

e Upto6LQs in aLink-Group

Channels

There are 24 channels within
each Link-Group (channels
can be added or taken away
as required). Any port on any
LQ can be assigned to any of
the channels. To assign ports
to channels navigate to
Assignments in the Core
Configuration Manager.
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Once connected, devices

in a Link-Group can be

configured from any unit
Browser pointed
at the host unit

The host unitis
able to configure
any other unitin
the group

Click on gear icon
on any unit to
access control
options

The Core Configuration Manager (CCM) for any LQ host can be accessed by entering the IP
address as displayed on the front panel display of the LQ host into a web browser's address
field. All devices in the Link-Group can be viewed and configured through any single host in
the Link-Group.

Note: A HelixNet Main Station can also be linked in a Link-Group formation. The basic principles are the
same for a HelixNet/LQ Link-Group, though there are a few differences in operation.

For more information, see:

LQ to HelixNet connectivity on page 131

6.2 About Linking

A Link-Group:

o Can contain up to 6 LQ devices or up to 6 of a combination of HelixNet Main Stations
and LQ devices

o Must have one unit designated as Link-Master

« Performs a “best effort” approach to creating a mesh network between all the devices
within the group.
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Once joined o the Link-Group, all devices attempt to connect to
all other devices within the group.

« Configuration and control of any device is possible through any
A Mesh Network other unit in the group

« Configuration information is both distributed and persisted within
every node of the group

« Significantly reduces loss of service

Link-Master

LQ #3 LQ#4 LQ#5

6.2.1 The Link-Master role

The Link-Master role serves three main purposes:
1. It facilitates Link-Group membership.

2. Itis the owner of Channel names, meaning that Channel names will only persist (be
maintained consistently) if the Link-Master is operational.

3. ltisresponsible for the synchronization and distribution of both configuration and device
availability status throughout the Link-Group.

Note: The Link-Master must be reachable on TCP port 80 and TCP/UDP port 655 by all devices within
the Link-Group. (Use TCP port 443 if you are using secure HTTPs.)

Note: It is recommended that the IP address of the Link-Master is allocated statically. When allocated
by DHCP the IP address can change. If this happens the LQ devices will no longer be able to reach
the Link-Master device.

Note: Any device can be set to Link-Master mode. Link-Master mode is the factory default setting.

6.2.2 The Link-Member role

LQ devices that are not designated master will have the role of Link-Member. Joining a
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Note:

6.2.6

Note:
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device to a Link-Group requires that device to be set to Link-Member role which will
prompt the user to enter the address of the Link-Master.

If a Link-Member device loses connection to its Link-Master, the front panel LED of that
device will turn red until the connection is restored.

Linking units

The only way to join devices to a Link-Group is through the Linking page of the CCM. Only
the IP address of the Link-Master is required during this set up.

LQ restricted IP range

LQ units use the IP range 172.23.xx.xx for linking. Because of this, this IP range should not be
used for any devices (including LQs) when working with the LQ Series system. Clear-Com
cannot guarantee reliable behavior if this address range is used.

Linking over a LAN

This is the simplest way to link devices together. This type of environment enables the highest
potential level of communication quality and the best availability of resources. When linking
over a LAN, set Link-Group Optimization to LAN/WAN routed network in the Linking page of
the Core Configuration Manager (CCM) for best latency performance and use of resources.

External linking is disabled when Link-Group Optimization is set to LAN/WAN Routed Network.

Linking over Internet or WAN

When linking over the public Internet, addressing of the Link-Master becomes more
complicated as the Link-Master must be made externally reachable to all Link-Members. This
is achieved by creating port forwarding rules within the firewall.

A HelixNet/LQ Link-Group does not operate over the Internet. This is because the codec that
HelixNet uses (WavPack) is not optimised for the Internet. Internet connectivity when using HelixNet
and LQ is achieved using a tie line.
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How to link LQ units over a firewall

Link-Members join the Link-Group using the Link-
Master’s external IP and the port in the firewall that is

. f ded . hi le:
WAN or Public Internet e Pop, 50 TCP- In this example

Linking ‘

Link-Member #2
External (public)

IP 34.50.16.7

Link-Master

Link-Master internal IP: 192.168.1.100
Link-Master must be externally reachable on IP:

34:30.16.7 \
Example port-forwarding rule within Firewall:

Port 6300:TCP forwarded to 192.168.1.100:80
Port 6301:TCP/UDP forwarded to 192.168.1.100:655

Link-Member #3

The Link-Master uses TCP port 80 for management and TCP/UDP port 655 for audio (port
443 for management if you are using HTTPs). You will need to create port-forwarding rules
within your firewall to make these ports externally accessible to the Link-Master device.

When creating a Link-Group over the public internet, Link-Members need to be given the
Link-Master’s externally reachable IP address and the port that is forwarded to port 80. This
information is entered in the Linking page of the CCM.

If no port forwarding rules have been applied the LQ devices will find the correct default ports
automatically, so there is no need to specify a port.

Once the devices are linked in a group, they will share network details with each other
automatically. To facilitate this, the network details, including the port that is forwarded to
TCP/UDP port 655 need to be configured in the Link-Master’'s Network page. If no port
forwarding rules have been applied, it is not necessary to specify a port.
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10.50.16.38
E3

General Network

Linking Ports

e <

25 Overview

LQ-2W2

10.50.16.38
]

General Network

Linking Ports

& &

Link-Group Optimization :

Link-Master IP address :

ST Assignments

Linking

Link-Group Role

& Roles

LAN / WAN Connectivity

Mode :

IP Address :
Subnet Mask :
Gateway :
Primary DNS :

Secondary DNS :

External Connectivity

External IP Add

External Port :

45 Accounts

134.50.16.7:6300

ST Assignments
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Network.

LAN/WAN Routed Network

If Linking behind

the firewall.

45 Accounts

O siatic

® DHCP

I Clear-Com | @

Set Link-Group Optimization to Internet/NATed

a firewall

Link-Master IP address (given to the
Link-Members) is the external IP and
the port mapped to TCP port 80 at

If you are Linking units using HTTPS
use the port mapped to TCP port
433 at the firewall.

Cancel Apply Changes

External port
(port that is
mapped to

TCP/UDP port

655)

Note: External Linking is not possible if Link
Group Optimization is set to LAN/WAN

Routed Network.
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For more information on linking over the Internet, see Internet connectivity on page 70.
6.3 How to remove a device from a Link-Group

6.3.1 Remove an on-line Link-Member from a group
1. Access the browser-based CCM for any device within the Link-Group.

2. In the Overview page, click on the device image of the unit that you want to remove
from the group.

3. Navigate to Linking for that device.
4. Click Change Role to Link-Master.

5. Apply Changes.

The device will be reconfigured as a Link-Master and removed from the group.

6.3.2 Remove an off-line Link-Member from a group
1. Access the Core Configuration Manager for any device within the Link-Group.
2. In the Overview page, the off-line unit will show a red ‘X’. Click on this device.

3. You will be asked if you want to remove this unreachable device. Click Delete.
The device will be removed from the Link-Group.

If this same device is powered on again, it will automatically seek the same Link-Master and
ID slot. If the ID has been taken by another device, it will take the next available ID. If no ID
is available (because there are already 6 devices in the group) it will not be able to join the
group.

To re-use this device with a new Link-Master, it must be returned to the default role (Link-
Master) and then re-linked.

1||'1'I'|'|
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Interface port configuration

Call signaling and Remote Mic Kill (RMK)

Call signaling is automatic on all audio routes so a call signal can be routed to any destination
(2-wire or 4-wire).

Call signaling will be passed to some third party intercom equipment, but it may not be
recognized.

RMK is supported and passed through to 2-wire participants only.

2-wire specific port options
Default option is shown in bold.

Device interface settings

Power: Disabled/Enabled. Enable power if you want to power partyline beltpacks from the
line. See Power 2-wire beltpacks from the Partyline on page 21 for more information.

Enabling power will enable termination by default.

Mode: Clear-Com/RTS. For pinouts for each of these see Pinouts on page 191.

2-wire specific port settings
o Input/Output gain: -3 to +3 dB. Default = 0.

« Termination: Disabled/Enabled. Termination is used to eliminate echo and distortion
when 2 or more 2-wire devices are connected. This setting is automatically enabled
when power is enabled on the line. It can be toggled on and off as power should only
be terminated once within any series of connected devices.

o Autonull. Autonull should be started whenever 2-wire devices are connected or re-
wired. Do not listen in on the headset while autonull is being performed.

4-wire specific port options
To minimize noise, use screened (shielded) cable when connecting 4-wire ports.

o Input/Output gain: -12 to +12 dB. Default = 0.

« Port function (sets pin polarity of cable) : to Matrix/to Panel. .
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o Baud rate: 9600 (Drake 4000)/19200 (Eclipse). Select baud rate according to which
type of equipment you are connecting.

7.4 4-wire + GPIO specific settings

o Output level: Mic Level (-55db)/Line Level (O dB).

This setting is used when connecting to devices (like a hand-held radio) where audio
connects directly to the mic. This setting works in conjunction with the Output Gain; overall
gain = Output Level + Output Gain.

7.5 GPIO action triggers (4-wire + GPIO and IVC-32 ports)

Default option is shown in bold.

GPI action trigger: Disabled/Network Control Event 1/Network Control Event 2/Channel
Call Event.

Assign a Network Control Event on detection of a GPI signal).

GPO action trigger: Disabled/Network Control Event 1/Network Control Event 2/Channel
Call Event (assign which Network Control Event will trigger the GPO).

GPO Off Delay: None to 2 seconds. This sets a delay on the deactivation of the GPO after a
Network Control Event has disappeared.

Test: use to check that the GPO is firing (hardware).

For detailed explanation and examples of how to use Network Control Events see What are
Networked Control Events and how do | use them? on page 90

7.6 IVC-32 specific port settings
Network Quality: EHX Managed/Very High (LAN)/High (WAN)/Low (internet). The default
setting is EHX Managed.

Silence Supression: Enabled/Disabled. When enabled, Silence Supression will detect silence
on the line, and will stop transmission and implement comfort noise when this occurs. This
conserves network resources.

Settings available on all ports

7.7 Port settings

o Label: Clicking/touching the blue label header will allow you to change the name of

Page 65 '|||‘,|:|:'=: 0|eal'-cllm®



User Guide| LQ Series 4.1

the port. Enter the new name and click the blue check mark to apply changes.

« Multi-Channel support: Enabled/Disabled. Enable this option to use the audio source
in more than one Channel or direct connection.

7.8 VOX (audio-gating)

The VOX setting has several functions:

o VOX can be used to maximise bandwidth efficiency by detecting when the line is
silent and not transmitting at those times.

« VOX can be used to trigger a Network Control Event (used for sending and receiving
GPIO signals) when audio is detected in the Channel.

o VOX can be used to eliminate unwanted noise, for instance, low level ambient or
background noise.

« VOX mode: Disabled/Fixed Threshold/Adaptive.

If Disabled, VOX is not activated and Network Control Events cannot be configured. Audio is
still detected in the Channel, so audio light will show.

Fixed Threshold: triggers VOX detection (audio gating) according to a fixed level . Enabling
this option automatically enables Threshold and VOX Delay.

Adaptive: sets the audio trigger according to an automatically calculated 'noise floor'. This
option implements comfort noise when silence is detected. Only the Off Delay option is
activated with this setting. The Adaptive threshold is not suitable for transmitting music.

o VOX Off Delay: 0.5 to 4 seconds. Delays the deactivation of the noise gate to allow
the signal to stabilize.

o VOX Threshold: O to -42 dB (default = -22 dB). Set the level at which audio is
considered valid in the Channel.
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Network settings (IP)

Dynamic Host Configuration Protocol (DHCP)

The default method for LQ devices to obtain an IP address is DHCP.

Most networks allocate IP addresses using DHCP.

DHCP or Static IP addressing?

DHCP can be used for quick set-up and the units will work with DHCP IP addressing.
However, the address provided by DHCP are dynamic and can change, so in some cases it is
better to allocate static IP addresses to ensure a completely stable system.

A static IP address is generally recommended for the Link-Master, while the Link Members
should use DHCP.

If there are additional Port Forwarding rules created in the firewalls that enable external
connectivity to the Link-Members as well as the Link-Master the Link-Member units should
also be given static IP addresses.

See Linking over Internet or WAN on page 60

Static IP configuration

DHCP is not recommended for the Link-Master and is not recommended for units linked to the

master in some situations.

In these cases you will allocate the network settings statically. To do this, navigate to: Device
> Network in the Core Configuration Manager (CCM).
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=2 Overview =yice ST Assignments 4% Accounts

LO-R2W4-4W4

Click/touch Static to

LAN / WAN Connectivity LRl .
2w | aw ] - 00

Mode - @ Static

General Network O DHCP

External Connectivity

Linking X External IP Address :

External Port :

Navigate to
Device/Network

\
e

8.3.1 Netmask or Subnet

The netmask or subnet divides the network into sectors for more efficient routing and is

required when allocating a static IP address to an LQ device.
8.3.2 Gateway

This setting is required when traversing across internets.

For more information, see:

Linking over Internet or WAN on page 60

I"'Il ®
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8.4 Link-local environments

o Any networked device will enter link-local mode if it is set
to DHCP and no DHCP server is detected on the network.

Link-local mode « If both the laptop and the LQ device are in DHCP mode,
they will revert to linkJdocal when connected. This means
they can communicate with one another as they are both
on the same subnet (169254 xx xx).

Ethernet cable

84.1 What is link-local?

A link-local address is an IP address within the local segment of any network. Routers do not
pass information to these as link-local addresses are not guaranteed to be unique beyond a
single network segment. When first connected to a network, your LQ device will attempt to
get an IP address via Dynamic Host Configuration Protocol (DHCP). If no DHCP server is
available the unit will automatically enter link-local IP mode. A link-local IP address will take
the form: 169.254 xxx.xxx.

8.5 Accessing an LQ unit when in link-local mode

To access the CCM of an LQ unit in link-local, you must connect to it from a PC that is also in
link-local mode.

Devices will revert to link-local mode if they are configured to DHCP and fail to find a DHCP
address on the network or device they are attempting to connect to. A PC can be put into link-
local mode by ensuring it is in DHCP mode and connecting it to the LQ unit that is in link-local
with a standard Ethernet cable. The PC will look for a dynamically generated IP address
(DHCP), and when it does not find one will enter link-local mode automatically.

Once the PC is connected to the LQ and in link-local mode, you can connect to your LQ unit
by opening a browser window on the computer and inputting the unit’s IP address (from the
front panel display) into the address field. This takes you to the Core Configuration Manager
where you can configure the device as usual.

Note: The units will operate in link-local, but for optimum performance it is recommended that they are
used with either static or DHCP network settings.
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9 Internet connectivity
-
i,
S
u - :-‘:“:‘- LAN,WAN, - u
Internet
=
Link-Master “‘ﬂ Link-Member

External (public} IP

All devices within a Link-Group must have connectivity to the Link-Master on TCP port 80
(TCP port 443 if using the HTTPs protocol) and TCP/UDP port 655. When linking devices
over the Internet, make sure that this connectivity is stable. Internet connection to an LQ
device requires special configuration within your firewall (port-forwarding).

Note: LQ devices cannot connect using the Internet if they have a HelixNet Main Station as link master.

9.1 Getting an external IP address

When networking LQ devices over the Internet, an external IP address from which the Link-
Master is reachable is required as a first step in making sure Link-Members can get to the Link-
Master. The external (public) IP address must be static and non-changing. Normally an Internet
Service Provider (ISP) will provide external addressing in Dynamic Host Configuration Protocol
(DHCP) mode. This is not guaranteed to remain static but instead may change periodically.
This will cause linking issues as the Link-Members will not be able to reach the master if the
IP address changes. Therefore, it is suggested that you purchase a static address from your ISP.
Failure to do this could result in a loss of service.

9.2 Port-forwarding

To connect to an LQ unit that is behind a firewall, certain ports must be mapped from your
firewall to the LQ device. This mapping will forward traffic received on those ports from the
Internet directly to the LQ unit.

o The Link-Group uses TCP port 80 (port 443 for HTTPs) for linking, data distribution and
browser-based management.

o The Link-Group uses port 655 (TCP and UDP) for group connectivity and audio
transmission.

For more information, see Linking over Internet or WAN on page 60
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10 Secure HyperText Transfer Protocol (HTTPs)

10.1 What is HTTPs?

HTTPs is an adaptation of the HTTP protocol. It is commonly used for security when sending
sensitive data over a network.

HTTPs protects against an intermediary being able to intercept data between devices. HTTPs
uses data encryption and Public Key Cryptography to create a secured channel.

Using HTTPs with LQ Series 4.0 and above units involves:

« Installing a security certificate on the browser used to reach the Core Configuration
Manager (CCM) of the LQ devices

« Redirecting IP traffic to the HTTPs port (443) using the Force HTTPs feature. This
feature is found in the CCM of each device. The default setting for this feature is
Disabled.

10.2 Why use HTTPs with LQ Series units?

When using the LQ Core Configuration Manager (CCM) to establish your intercom setup, you
might wish to protect your login credentials and configuration details from unauthorized
interference. In this case you will establish an encrypted connection between the CCM and
the LQ devices using HTTPs.

The LQ units use port 80 (http) and port 443 (https) for management. Once a Link-Group is
established, audio travels in an encrypted channel between units via port 655. However, the
management ports will continue to exchange configuration information once the audio channel
is established, and you might want to ensure that this information travels on a secured route.

For more information about a Link-Group and Linking see:About Linking on page 58

For more information about establishing a Link-Group using HTTPs see: Setting up a Link-
Group using HTTPs on page 77

10.3 How to use HTTPs with LQ Series units, overview

It is helpful to know how to set up an LQ device (Basic set up) and a Link-Group (Create a
Link-Group) before establishing a secure connection. Please refer to the relevant sections in
this manual if necessary.

There are two main steps to establishing an encrypted connection on the management ports of
the LQ units.
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1. Choose and install a suitable security certificate on the browser used to access the Core
Configuration Manager (CCM) of the LQ units.

2. Enable the Force HTTPs feature on the LQ Series 4.0 and above unit. When you enable
the Force HTTPs feature on an LQ unit, HTTP is turned off for that LQ unit and traffic is
redirected to the HTTPs port. The Force HTTPs feature is found in the Network page of
the CCM under the Security tab. The default setting for this feature is OFF.

You must choose and install a security certificate and test it before enabling the Force HTTPs
feature in the Core Configuration Manager (CCM).

Test the certificate by typing https:// LQ IP address in the browser URL field :

f New Tab b4 \

Cla *|O f771 % ®

=5 Apps m Likes PFEinfo [ The Book | Every Pac [ View 3 more comme %— Share on Facebook » Other bookmarks

Gmail Images i @) @

\[ https:// xx.xx.xx.xx (LQ IP
address) then [Enter] key

Google

Search Google or type URL

(=

If the browser does not recognise the certificate as valid it will issue a warning:
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Example browser exception:

Privacy error

&  C | A Notsecure | hitps//10.50.16.38 % O 702 % @
5 Apps [ Likes F§ SPFEinfo [ The Book | Every Pac » Other bogkmarks

-

Your connection is not private

Attackers might be trying to steal your information from 10.50.16.38
(for example, passwords, messages, or credit cards). Learn more
MET:ERR_CERT_COMMON_MNAME_INVALID

] Automatically send some system information and page content to Google to

help detect dangerous apps and sites. Privacy policy

HIDE ADVAMNCED, Back to safety

This server could not prove that it is 10.50.16.38; its security certificate
is from *.clearcomdevices.com. This may be caused by a
misconfiguration or an attacker intercepting your connection.

Proceed to 10.50.16.38 (unsafe)

When correctly installed, your browser will use the certificate to authenticate its
HTTPs connection with LQ devices, giving an encrypted connection between the browser and
the LQ unit and also between devices in a Link-Group.
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Note: The security certificate must be installed on every instance of a browser that is used to access the
LQ unit. If you are working with a Link-Group, each browser used to access the devices must have a
certificate installed.

Relevant Information:

o LQ devices are designed to work with both HTTP and HTTPs. Enable the Force HTTPs
feature to turn off the HTTP port and redirect traffic to the HTTPs port. This contributes
to a secured connection between the devices.

o HTTP us routed through port 80

o HTTPs is routed through port 443

« There are 3 types of security certificate available for use with your LQ device:
« A certificate of your own choosing (fullchain and private key)
o An EasyDNS authorized certificate for *.clearcomdevices.com
o The Clear-Com self-signed certificate.

« Depending on which certificate you use, you may have to register your LQ devices with
a DNS server.

« If you try to Link to or access the CCM of a device that has been set to Force HTTPs
using the HTTP protocol, you will get a device not found type message as the HTTP
port has been turned off. If a device has been set to Force HTTPs in the CCM, you must
use HTTPs to reach the device.

104 HTTPs certification browser support

Each browser type (for example; Safari, Chrome, Edge, Firefox) uses its own method for HTTPs
certificate management, and these methods can change with time. As this information is
beyond the control of Clear-Com, please refer to the instructions supplied with your browser if
you require more information about how the browser you are using works with certification
support.

10.5 Certification Authority (CA) options for use with LQ units

3 security authorization options are available. Choose the certification option that is best suited
to your security requirements.

1. A certificate of your own choosing.This option gives you complete control over the
security of your Link-Group. Choose this certificate if protecting the details of your
intercom configuration is critical. This option requires some specialized knowledge. You
will need to know how to obtain a fullchain certificate and a private key, and how to install
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them on your browser. When using your own certificate you might have to provide a DNS
server address and register the LQ device.

2. The EasyDNS security certificate.
This is a commercially certified certificate.

When using the EasyDNS certificate, you have to provide a DNS server address for LQ
registration.

If you use this certificate, the browser needs Internet access to verify the certificate
authenticity. This is because the browser will verify with AlphaSSL and GlobalSign that the
certificate is valid.

3. The Clear-Com self-signed (default) certificate. This certificate can be downloaded and
installed for use with an HTTPs connection. It is used to encrypt the audio channel that the
LQ devices establish on port 655 (linking). It also verifies all Agent-IC connections to LQ.
This certificate can be used in a private network. It does not require Internet access to
confirm its authority.

Warning:

Browsers are not set up to recognize self-certification. Using the Clear-Com self -signed
certificate (option 3) is likely to cause your browser to issue a warning.

This example shows a warning posted by the Chrome browser:
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Privacy error

C |A Mot secure | h#tps:;//10.50.16.38 {'r| O 7% 0
#f Apps [ Likes F§ SPFEinfo [ The Book | Every Pac » Other baokmarks

Fs

Your connection is not private

Attackers might be trying to steal your information from 10.50.16.38
(for example, passwords, messages, or credit cards). Learn more
MET:ERR_CERT_COMMON_MAME_INVALID

] Automatically send some system information and page content to Google to
help detect dangerous apps and sites. Privacy policy

HIDE ADVANCED, Back to safety

This server could not prove that it is 10.50.16.38; its security certificate
is from *.clearcomdevices.com. This may be caused by a
misconfiguration or an attacker intercepting your connection.

Click here to
connect

To work with the Clear-Com self-signed certificate, you will need either to find a way of
disabling the warning (for example, install the certificate in the trusted certificates root
directory), or make a choice to ignore the warning and proceed to the insecure connection.
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This is not a conventional way of working with your browser’s security features, but will
provide a certain level of security if your Link-Group does not have Internet access.

An iOS browser will only work with its own chosen certificates, so the Clear-Com self-signed
certificate cannot be used in this context.

Setting up a Link-Group using HTTPs

Once joined o the Link-Group, all devices attempt to connect to
all other devices within the group.

Configuration and control of any device is possible through any
A Mesh Network other unit in the group

Configuration information is both distributed and persisted within
every node of the group

Significantly reduces loss of service

Link-Master

LO#3 LQ #4 LQ#5

LQ units establish a robust mesh network when transporting audio (see image above). The
units use a series of IP ports to create this mesh:

Management (login credentials, setup details, IP addresses)
o TCP port 80 (HTTP)
o TCP port 443 (HTTPs)

Linking (audio)
o« TCP/UDP port 655 (encrypted channel)

The devices will pass management details via either port 80 or port 443 (depending on which
prototcol is used). To ensure this information passes via an encrypted route, enable the Force
HTTPs feature on every LQ device in the Link-Group. The devices will pass information on
either management port, but the route will not be secure unless all the devices use HTTPs.
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To create a Link-Group using the HTTPs protocol you will follow the same procedure as when
using HTTP; you must give the member unit the IP address of the Link-Master unit. When
linking units over the HTTPs protocol, you must specify HTTPs in the Linking page of the
Link-Member.

For more information on the Linking procedure see: Creating a Link-Group on page 47

The port number does NOT need to be specified unless you are linking units over a firewall
where port forwarding rules apply. In this case (units traversing a firewall to reach each other)
you must specify the external IP address and the external port, so the units can cross the
firewall.

4% Accounts

SRR ST Insert Link-Master IP in
the form:
HTTPS://XX. XX.XX.XX

Linking

Link-Group Role : Link-Member

Link-Master IP port

General Network

& &L

Linking | Ports ‘ ‘ The correct port will be set by default.

Only change this setting if you are Linking
over a firewall and port forwarding rules
have been applied.

If you try to link to a device that has been set to Force HTTPs without specifying HTTPs , you will get

a device not found message because the HTTP port is turned off.

Before using the Force HTTPs feature, you must first install a security certificate on your browser.
When using HTTPs with a Link-Group, every browser instance used to reach and configure the
devices must have a security certificate installed.

For more information see:

About Linking on page 58

Creating a Link-Group on page 47

Linking over Internet or WAN on page 60

Certification Authority (CA) options for use with LQ units on page 74

Registering an LQ unit with a DNS server

When registering with a DNS server, the LQ unit will try and register two entries in the DNS it
is connected to:
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e 1g- [MACAddress].clearcomdevices.com with its LAN IP address
e 1g- [MACAddress]x.clearcomdevices.com with its external IP address.

This means that the LQ can usually be reached by typing the DNS hostname into a browser.

10.8 How to set up an HTTPs connection between a browser and an
LQ unit
10.8.1 Install a security certificate on your browser

1. Choose a security certificate. See Certification Authority (CA) options for use with LQ
units on page 74 for more information.

2. Open the CCM of your LQ unit.

> Clear-Com
Devices
LG 4WGH# LG 2WHE2

10.50.16.38 " 10.50.16.37 "
AWGE Ea E 3

o

)

Click the cog on any device in
the Overview page. This takes

you to the Home Page of the
device.

3. Navigate to Device>Network>Security.
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Install the certificate. The three certificate options are covered below, choose a., b., or c.

a.

A certificate of your own choosing:

~ Ssecurity

Default Certificate

n this and othe

5 in the Link-

The default certificate is used by Agent-IC, when linking other LQs and for CCM traffic. Any other certificate loaded

onto this unit will only be utilized by the CCM.

Certificate Status :
Certificate Type :
Certificate Authority

Expiration Date

Active Certificate

CA Certificate :

Use Default Certificate -

Use EasyDNS Certificate :

Certificate Status :
Certificate Type :
Certificate Authority :

Expiration Date

Upload Certificate

User CA Fulichain :

User CA Private Key

ClearCom Tech Inc.

Dec 9 2025 - 2916 day(s) left.

ClearCom Tech Inc.

Dec 9 2025 - 2916 day(s

To install a certificate of your
own choice, click here and
navigate to where you have

stored the file. You must install

User CA Fullchain and User

CA Private Key.
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b. The EasyDNS certificate:

~ Security

Force HTTPS :

n this and ot

Default Certificate

The default certificate is used by Agent-IC, when linking other LQs and for CCM traffic. Any other certificate loaded
onto this unit will only be utilized by the CCM.

ificate Status :

To install the EasyDNS
e e certificate, download the CA
-ertificate Authority - ClearCom Tech Inc. cer‘tificate from the LQ unit.
Expiration Date - Dec 9 2025 -— 2916 day(s) left, B e
Active Certificate your browser to install the
Y certificate.

CA Certificate -
Use Default Cerificate : . 5
Click here to switch to
Use EasyDNS Ceriificate - the EasyDNS

certificate.
Certificate Status :

tificate Type : Easydns

Details of the
certificate are shown
here.

Certificate Authority - GlobalSign nv-sa

Expiration Date : Oct 19 2020 -— 1039 day(s) left.

Upload Certificate

User CA Fullichain :

User CA Privale Key :

i Clear-Com
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c. The Clear-Com self-signed (default) certificate:

The Clear-Com certificate

¥ Security verifies itself by date. You might
e e e g need to regenerate the

Force HTTPS - certificate to ensure it is in date.

This certificate
Default Certificate is in date.

The default certificate is used by Agent-IC, when linking o £ for CCM traffic. Aggiher certificate loaded
onto this unit will only be utilized by the CCM.

Certificate Status -
Cerlificaie Type : Self-signed
Certificate Authority - ClearCom Tech Inc.

Expiration Date . Dec 9 2025 --- 2916 day(s) left.

Click here to download
kT < Clear-Com certificate
CA Certificate - and fO”OW the
instructions on your
Use Default Certificate - browser tO instaII the
certificate.

Use EasyDNS Cerlificate :

Certificate Status :

Certificate Type : Self-signed The Certlfl cate

Certificate Authority : ClearCom Tech Inc. d etai | s are s hO whn
Expiration Date : Dec 9 2025 --- 2916 day(s) left. here.

Upload Certificate

User CA Fulichain -

User CA Private Key :

5. Test the certificate by typing the HTTPs IP address into your browser URL field in the
format: HTTPs:// XX XXXX.XX :

i Clear-Com
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__.-’" Mew Tab x "\__
A

Ca */ O /771 % ®

25 Apps m Likes PFEinfo [ The Book |Every Pac  [f§ View 3 more comme %— Share on Facebook » Other bookmarks

Gmail Images 2 @) @

\I https:/ / o xx.xx.xx (LQ IP
address) then [Enter] key

Google

Search Google or type URL

(=

If you see the green 'secure' symbol and the browser does not issue an exception, the
certificate is working.

< & | @ Secure | hitpsi//  XXX.XXX.XXX.XXX

Note: When using your own certificate or the EasyDNS certificate, the LQ unit must first be registered with
a DNS server. If required, your network administration department should provide advice on this.
When using the Clear-Com default certificate, the device does not need to be registered with a DNS
server. The Clear-Com default certificate can be used with a set up that does not have Internet
access.

Note: Different browsers (for instance, Chrome, Firefox) have different methods for handling certification.
This is beyond the control of Clear-Com. You may need to refer to the instructions that come with
your browser for this.
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10.8.2 Enable the Force HTTPs feature on your LQ unit

1. Navigate to the Security section in the Networking page.

2. Enable the Force HTTPs feature. Click Apply Changes.

¥ Security

E—— Enable Force HTTPS.
Click Apply Changes.
Default value: Disabled.

Default Certificate

The default certificate is used by Agent-IC, wi
other certificate loaded onto this unit will only be utilized by the CCM.

Certificate Status :
Certificate Type © Self-signed
Certificate Authority - Clear-Com

Expiration Date . Dec 9 2025 --- 2920 day|(s) left.
Active Certificate
CA Cerificate :

Use Default Certificate -

Use EasyDNS Certificate :

Certificate Status :
Certificate Type . Self-signed
Certificate Authority - Clear-Com

Expiration Date - Dec 9 2025 - 2920 day(s) left.
Upload Certificate

User CA Fullchain :

User CA Private Key :

3. If you are working with a Link-Group, enable the Force HTTPs feature on each device in
the Link-Group.
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11 Clear-Com Eclipse matrix connections

Each LQ unit (LQ 3.0 and above) can support up to 8 IVC-32 ports, as well as its own hardware
ports.

o Up to 8 IVC-32 ports per LQ device
o Up to 32 IVC-32 ports per Link-Group

IVC-32 ports are generated in the External Systems page in the CCM

All ports, LQ hardware ports and IVC-32 ports can then be used in the LQ Channels to
transmit audio, Call and GPIO signals.

Eclipse panel

IvC
-32

LQ-4WG2 card

- - N o -—
- Jzﬂ P E—— LAN, WAN,
O Internet

e Upto 8 IVC-32 ports per + Eclipse panel can talk to
LQ device LQ units via IVC-32 link

Eclipse matrix

e Ports can be used ina + Panels send call signal or

Channel along with other control signal to the LQ to
LQ ports trigger CALL or GPI on the

LQ

Each LQ-R unit supports up to 24 ports: 8 hardware ports, 8 SIP ports and 8 virtual ports.
Agent- IC and IVC ports are considered 'virtual ' ports. Virtual ports can be used in any
combination up to 8 in total.

11.1 How to create virtual ports and connect to a matrix

1111 General outline

Both matrix and LQ must be connected to a network and able to reach each other across the

network settings.

To set up this connection:
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o Define port slots on the IVC-32 in the EHX configuration software

o Define IVC-32 virtual ports in the External Systems page of the Core Config.uration
Manager (CCM) and connect to the IVC-32

« Put required ports together in a Channel

o Program audio and GPIO relays if required.

11.2 Program the EHX software

In EHX, program the ports you want to connect to.

Program ports in EHX. Navigate to EHX>Cards and Ports.

Double click
here to find IVC
card IP address

[ 1. Cards and
Ports

3. Select LQ from drop]
/| | -down list, input label
and description

File Tools View Help

Card Slot

] System

Port Number  Port Function Description » Basic Options

La LQ Direct

Tech Pubs matrix . MVX-A16
New Configuration 3.1(17)

> Voice Operated Switch Options

2 Retrieve Map from Matrix 2 Empty 32(18) «| [vcsies2 LQ SIP client
= . > Global Options
¥ Apply Map to Matrix _—— 23(19)

Hardware L (5.4 (20) Empty - IP Port Options
o o y - o . 4. Input User ID and veertn [T
P IP Devices 36(22) Empty - Password Password [CIZ S
= : =
PGPl 3.8 (24) - (i @i
2025)

Configuration * Fast Key Assign Options
3.10 (26)

Diagnostics, » Gain Options

311e7
3.1228) - > Tally Options

2. Select IVC card e B > Attached Control Options

H 3.14(30) -
from drop-down list > Logic Input Options

31531)

When you have set up the new ports, you must Apply changes to Matrix.
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Card Slot
L L IVC-32 Card Properties
1: MVX-Ale
TCP/UDP Port: 8001
]
2 Empty IP Address: 10.50.17.7
] Subnet mask: 255.0.0.0
Double click for
ﬁ
3 Ve-32 IP address Default gateway: 255.255.255.255
External IP Address: 10.50.17.7
T — ’ External TCP/UDP Port: [0l
4 Empty
11.3 Program the LQ CCM
In the LQ Core Configuration Manager (CCM), create the IVC-32 card, and enter the TCP/IP
address and port of the IVC-32 to be connected to.
How to create IVC-32 card slots in the CCM.
28 Overview IS pevice & Roles ST Assignments
: Click to name IVC-32
Agent-IC IVC Devices
card slot
Device Settings
Label - Input IP address of IVC
IP / Hostname - -32 card to be )
Click to create P Port - connected to (find in
IVC-32 card slot EHX software)
Ports Settings
Input IP port of [VC- s
# Label User 1D 32 card to be
connected to
114 Create 'virtual' ports in the CCM
Next, you need to create a port, or ports for the card. You must have to hand User ID and
Password that you entered into the EHX interface.
ity ®
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25 Overview 'S pevice i Roles ST Assignments Accounis '”ﬁ; [:leﬂ'-cllll 9

Agent-IC IVC Devices

Device Settings

Label :
IP / Hostname :

IP Port :

Ports Settings

Click to create a *
new port

S Dpevice

# Label User ID Password LQ Assignment Status

13 Overview S Assignments

AgentiC IVC Devices

—

L] Press [Enter]
Deavice Senings key OI’ blue

Label check mark to

IP / Hostname submit

IP Port

Ports Settings

# Label User ID Password LQ Assignment

T [

Must match User
Id set in EHX
exactly

Name port. Any
meaningful name
is possible.

Must match
Password

set in EHX
exactly

Associate this
port with an LQ
device. The drop-
down list shows
all the devices in
this Link-Group.

When the LQ is connected to the IVC-32 card, a green status LED shows. If the connection is
not successful, a yellow warning displays. Click the yellow warning symbol for information.

11.5 Put new ports into a Channel

Once ports are created, they can be seen in the Assighnments page and put into Channels.
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Once a virtual port is associated to an LQ device you can adjust the port setting. Click the cog
icon to go straight to Ports page.

If you want to pass GPIO controls over the network using LQ you must program Network
Control Events. See What are Networked Control Events and how do | use them? on page 90
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What are Networked Control Events and how do | use
them?

About Networked Control Events

Networked Control Events are used to program input and output triggers (GPI/O) in your
intercom system. They are designed to allow maximum flexibility and scalability in your use of
GPIO events.

For example, Networked Control Events can be used to enable radio communication over IP, or
send a control signal from a panel, via a matrix to a radio. The GPO can also be used to turn on
an 'on-air' light, or perform any other function you require.

A Networked Control Event occurs when the input trigger and the output trigger on ports in a
Channel are set to the same value.

Active Networked Control Events can be viewed in the Assignments page in the CCM.

Networked Control Events

1 Overview | "= Device ASSiOnmEniSN| 45 Accounts

Active Control
- - Events
Ports ‘ All ‘

Group By: O Roles @ Hostnames Show All Connections &
O Devices @ Port Types

Channel1 5
v LQ-2W2 .

@ Rs701

A | RST01

B | 12w-PortB ‘ @ 12wrots Channel 2

Channel 3
Channel 4

Channel 5

How to set up Networked Control Events

1. Configure the input trigger on a port. This example shows audio entering a 4-wire port
(VOX) on an LQ 4W2 device that triggers the output relay on an LQ GPIO device.
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LQ-R2W4-4W4

5
10.50.16.129
[ 2w [ aw ]

General Network

Linking Ports

& &

i Roles

W RS-701

Sf Assignments 4 Accounts

Audio Ports

2-Wire ¥ Port Settings

Label :
Multi Channel Support :
Input Gain :

Output Gain :

A-Wire VOX Mode :

VOX Off Delay :

1-4W-Port E

WOX Threshc

W 1-4W-Port F

VOX Action Triggers :

4-Wire

2. Configure the output (GPO) on a port.

1 Overview | = Device

10.60.19.109

General Network

Linking Ports

& | <

&% Roles ST Assignments & Accounts

Audio Ports

4-Wire + GPIO
4-4W-Port A

W 4-4W-Port B

ogram Qutput Enabled :

\e

Input Gain :

B lqalex3 Output Gain :

Output L
sip

RX Call Signal -

B AlexSIP
VOX

VOX Mode :
VOX Off Delay :
VOX Threshold :

VOX Action Triggers :

GPIO

GPI Action Triggers :
GPO Triggered By -
GPO Of Delay :

Label :

Multi Channel Support :

User Guide| LQ Series 4.1

VOX mode must be set to Adaptive
(default) or Fixed Threshold before
Control Events can be set

Set to Control Event 1

|é3 Clear-Com | ©

“ Port Settings

Mute

VOX mode set to
Adaptive Threshold

Status

Not set

GPO set to
Control Event 1

3. Put both ports together in a Channel . This activates a Networked Control Event when an
input and an output Networked Control Event setting match. A GPO is then fired.
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1-4W-Port E

4-4W-Port A

Local Config

Local Config

Local Config

Local Config

Local Config

Local Config
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When audio triggers
the VOX on Port E,
Port A will fire a
GPO. The Network
Control Event icon
lights when this
happens.
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12.3 Examples of when to use Networked Control Events

Example 1. VOX trigger

LQ Networked Control Event Example
(VOX input trigger)
Channel 1

Audio IN

> 2-Wire Port A
¢ VOX setto Control Event 1

2-Wire Port B
e No Control Event set

4-Wire + GPIO port A
e No Control Event set

4-Wire + GPIO Port B

e GPO trigger set to Control
Event 1

IVC Port A

e No Network Control Event
set

IVC Port B

e GPO trigger set to Control GPO fires when audio

Event 1 > on 2-Wire Port A

GPO fires when audio
on 2-Wire Port A
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Example 2. One-to-many

Channel 1

4-Wire + GPIO Port A
» * VOX, GPI or CALL

input trigger

4-Wire + GPIO Port B
e GPO set to match
Port A Channel Event

4-Wire + GPIO Port C
» GPO set to match
Port A Channel Event

4-Wire + GPIO Port D
¢ GPO set to match
Port A Channel Event

\_________.--‘
\J

\j
e O [

(i Clear-Com
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Example 3. Many-to-one

Channel 1

4-Wire + GPIO Port A
¢ GPI = Channel Event 1

4-Wire + GPIO Port B
# o GPI = Channel Event 1

4-Wire + GPIO Port C
» ¢ GPI = Channel Event 1

[ e [

4-Wire + GPIO Port D
e GPO = Channel Event 1

Example 4. Call Event trigger. Passing call signals using GPIO
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LQ Networked Control Event Example
(Call signal input, automatic call propagation)
Call

Signal IN
_—

2-Wire port A
¢ No Networked Control Event set

— Call Signal sent

2-Wire port B
o No Networked Control Event set

4-Wire port A
¢ No Networked Control Event set

—_— Call Signal sent

4 -Wire+ GPIO port A
e No Networked Control Event set

— No Call Signal sent

4 -Wire+ GPIO port B
¢ GPO Channel Call Event

—_— GPO fires, no Call Signal sent

IVC port A

——- i
¢ No Networked Control Event set Call Signal sent

IVC portB

¢ GPO Channel Call Event — GPO fires, and Call Signal sent

Note: Call signals are automatically propagated to all members of a Channel when using LQ so a GPI
trigger is unecessary. However, a GPIO interface will not send a call signal trigger unless a GPO Call
Channel event is set on that port.

12.4 Types of GPI (input) trigger

4 LQ port types Available GPI (input) trigger
LQ 2-Wire 1. Call 2. VOX
LQ 4-Wire 1. Call 2. VOX
LQ 4-Wire + GPIO 1.VOX 2. GPI
IVC-32 1. Call 2. VOX 3. GPI

12.5 GPIO port pinout

i Clear-Com
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DB-9M connector

. Line out (Mic out) +

. Line out (Mic out) -

. Line in +

. Line in -

. Ground

. GPI (short GPI pin to Ground to activate)
Relay(GPO), normally closed

OJORCOKC
CRONCNONG

. Relay (GPO) Common (relay wiper)

o oo W NG

. Relay (GPQ), normally open

Radio Base ==

For more information, see:

GPIO: Examples and step-by-step set up on page 97

12.6 GPIO: Examples and step-by-step set up
12.6.1 Setting up a Partyline/2-Wire relay to a radio (VOX trigger).

CC-300

3rd party
radio

RS-701 LQ-2W2 LQ-4WG2

. - @t o
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This example shows how to send a GPO (General Purpose Output) trigger to a third party radio
when audio comes in from an Encore RS701 beltpack. This can be used to open audio
transmission on the radio; equivalent to pressing the Push To Talk (PTT) button on the radio.

The GPO is triggered by LQ models that have a GPO port; LQ-4WG2, GQ-R2WGS8 and LQ-
R2W4+4WG4.

Note: For this configuration Link Group must already be established. See Creating a Link-Group on page
47 for more information.

12.6.2 General set up outline

1. In port settings, on the device and port connected to the belpack, set the VOX (audio
detection) to trigger Network Control Event 1

2. On the device and port connected to the radio, set the GPO to trigger on Network Control
Event 1

3. Bring both ports together into a Channel

4. When audio comes in from the beltpack, the GPO will fire. You can test this relay using
the TEST button.

CC-300

3rd party
radio
RS-701 LQ-2wW2 LQ-4WG2
[ <~ 00 @06 .|~ ¢ ww J* "o =88]
1 A A o Internet T e
1. Set VOX 2. Set GPO
: to fire on

trigger to

Channel Ehan:?

Event A ven
3. Bring 4. Signal sent
both ports to radio when
together in there is audio
a Channel. from RS-701

i Clear-Com’
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12.6.3 Beltpack to radio on VOX trigger

1. Connect the beltpack. For more information, see Connecting 2-wire equipment on page
157

2. Set Network Control Events in the CCM (Core Configuration Manager)

a. Set beltpack port.

12 Overview Device &% Roles NT Assignments e Accounts |
2. Select port. Selected

LO-R2W4-4W4 Audio Ports port has an orange
E_ highlight.

10.50.16.53
EIE

2-Wire + Interface Settings

RS-701

Power : Status @

3 -2W-Po ke -
General | Network Ll 1 Mode -

ﬁ fI] cC W 1-2W-PoriC

W 1-2W-Port D

+ Port Settings

Linking Ports Label -

D =
C 44— 4-Wire Multi Channel Support :

Input Gain :

3. Set VOX |
mode.

Output Gain :

VOX Mode :
W 1-4W-Port H
VOX Off Delay :

1. Navigate to Device/ VOX Threshold : Not set
Ports in the CCM Of the VOX Action Triggers - [EReEIEECE B RN
LQ device that the 2-Wire Disabled \
beltpack is connected Termination - Gontrol Event 1 4. Select Network
to. Auto-Nulling : [RSERSENNS Control Event 1 )

Call Control Event
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b. Set radio port.

i Overview

Click here to
navigate quickly
1 between LQ

1: LQ_59 devices
2:LQ_33 ~ 4
4: LG-R 2W #1
Linking Poris
) 4 |l
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28 Overview De

10.50.16.132
=

General Network

Linking Ports

& &

aw Roles ST Assignments

Audio Ports

4-Wire + GEA
Radio

W 1-4W-Port B

Navigate to
Device/Ports in the
CCM of the LQ device
that the radio is
connected to.

&% Accounts

User Guide| LQ Series 4.1

Select port. Selected
port has an orange

highlight.

Label :

Multi Channel Support :
Input Gain :

Output Gain :

Qutput Level -

VOX

VOX Mode -

VOX Off Delay :

VOX Thres|
VOX Action Trigge
GPIO
GPI Action Trige

GPO Triggered By :

GPO Off Delay -

. Not set

Status
Not set
Select Network
Control Event 1

5. Notset

Status

Status
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3. Once you have set up the ports, navigate to Assignments in the CCM and put ports into a

Channel.

1. Navigate to
Assignments

Note: You will see
= 3. Click '+' to put Event 1 light at the
~ LQ 4WG #1 LN ports into Channel top of the Channel
box when the Event
is triggered.

Radio

1-4W-Port B

v LQ-R 2W+HAWGH3 -

RS701 | @ Radio ! Channel 2

Channel 1

3-2W-Port B (+] s
annel 3
3-2W-Port C +]

3-2W-Port D 4 Channel 4

I4W-Port E
Channel 5

M Click/touch '-' if you 4. With both ports in the
e want to remove port same Channel, Network e
from Channel Control Event 1 will trigger
the output to the radio when Channel 7

audio comes in to the

Channel from the headset. Channel 8

1-4W-Port A
1-4W-Port B
Channel 9
1-4W-Port C
1-4W-Port D Channel 10

1-4W-Port E
Channel 11

Channel 12
2. Select Channel (or
create a new one) )
Example

Note: You will see audio and Network Control Event status LED light when audio comes into the

1-4W-Port F

1-4W-Port G

Q0000000

1-4W-Port H

Channel and triggers Network Control Event 1.

12.6.4 2-Wire beltpack to radio on Call button press

This example shows how to set up a Call button press on an Encore 701 beltpack to open
communication with a third party radio.

Call signals are automatically passed when using 2-Wire equipment, so no configuration of the
beltpack port is necessary when using a CALL to trigger a relay to a radio.

Beltpack to radio on Call button press

i Clear-Com
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1. Connect beltpack as above.

2. In the CCM, navigate to the port where the radio is connected (see Step 2.b of Example #1
above). Select Channel Call Event on the GPO trigger.
3. The output will fire on any Call event in the Channel.

Note: You can also set the beltpack to do ‘call on talk' by setting dip switch 5 on the beltpack. See RS-701
datasheet available from the Clear-Com website, www.clearcom.com.
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12.7 Setting up a 4-Wire radio GPIO over IP (LAN, WAN, internet)

3rd party

radio 3rd party

radio

LQ-4WG2

LQ-4WG2

3 ClearCom
- »«w‘ ®

LAMN WAN
Internet

As with the examples above; to program this set up:

1. Configure the GPIl and GPO triggers on the ports that the radios are connected to.

2. Bring both ports together into a Channel.
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1. Navigate to Device >
Ports for device that radio #1 |
is connected to.

2. Select port

3. Set GPI
Network Control

Event 8 Navigate to Assign mentsj

5 Overview | ™S Device | & Roles 4% Accounts

/ 4. Use this dropdown to move |

between LQ devices.
¥ LQ 4WGH#1

B 1-4W-Port B

Al | matrix_port_1

f
& Rokes)

5. Navigate to Device > Ports for
® 4 device that radio #2 is connected to.

A | Radio

6. Select port \ 9. Put both ports
together in a Channel

7. Set GPO Network Control Event
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Session Initiation Protocol (SIP) connectivity
LQ 4.0 and above.

With LQ-SIP you can connect external telephones lines into your intercom system, expanding
the reach of your communications.

You must purchase a license to use SIP connectivity. Contact your Clear-Com dealer for more
information.

What is SIP?

SIP is an application layer (signaling) protocol defined by the Internet Engineering Task Force
(IETF) in 2002. It is used for creating, modifying and terminating sessions for voice, video and
instant messaging (IM) for one or more participants.

SIP User Agents
e S|P client: makes and terminates requests

e S|P server: accepts and administrates requests

Examples of LQ-SIP

LQ-SIP standalone

LQ-SIP can be used with 2-wire Partyline equipment to connect an external telephone to your
LQ communications system. Use this set up to enable communication between a telephone
user and a Partyline headset (or radio) user.
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Assignments page in the Core Configuration Manager (CCM)

& Cambsx2002

& RS0

Beltpack

e

A LQ device (2W, 4W or GPIO)
v x2002

SIP phone o LOQissetu
] p as x.2002
x2005 = IP on the SIP Server

_____ - » SIP phone is x.2005

A 4 ¢ Inthe LQ CCM assign

' the LQ SIP part (2002)
' - and the 2-wire
\ ! Partyline port into the
Yy same Channel

+ Use the CCM to dial
ex. 2005, Once the call
is established audio
from x. 2005 Is passed
into the Channel with
the 2-wire beltpack

AR

SIP server
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13.2.2 LQ-SIP and Clear-Com Eclipse matrix systems

LQ-SIP can be used to connect a telephone line to your matrix. This allows you to set up
communication between a telephone user and a panel user.

Note: When connecting LQ-SIP to Eclipse use either a Clear-Com IVC card or a Clear-Com MVX card.

Keyset with Talk and Listen
key to HYB#1

/ (configured in EHX software)
Core Configuration Manager

/ dial x2005 (CCM):
from panel
e SIP port and
e IVC matrix port

together in a Direct Channel

© Matrix-Data Enabled

2 @ Cambsx2003

2005

(3

IVC_SIP#1

Matrix with IVC
installed

SIP phone
x2005_

_____ - TTTTTTTTT7" LQ device (4W or GPIO)

dial x2003

from phone A 4 x2003
1
!

SIP server

13.2.3 Connecting matrix systems using LQ-SIP (long range)

LQ-SIP can be used to link matrix systems, providing long range panel to panel

Page 108 '”:‘:':'E:: meal'-COIll@



User Guide| LQ Series 4.1

communications between different systems.

Keyset with Talk and Listen
key to HYB#x
(configured in EHX
software)

-

Matrix with SIP
enabled IVC or
MVX card
installed

UMMl Matrix with SIP
(U enabled IVC or
MVX card

T G installed

A
v
dial from /” Keyset with Talk and Listen

key to HYB#x
(configured in EHX software)

13.3 Codecs - LQ SIP
LQ devices are compatible with the following codecs:
e G711 p-law
o« G711 A-law
« G722
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Program LQ-SIP standalone

Required extension numbers must be set up on the SIP server before you begin. Refer to
your SIP server documentation.

Open the Core Configuration Manager (CCM): input the IP address of the LQ unit (found
in the device front panel screen) into the address field of a browser that is on the same
network as the LQ unit.

For more detailed information on physically connecting devices, see Chapter 4. Basic set
up (LAN) in the LQ user manual.

If you don't have, or have not yet activated a license for SIP, you will not be able to
generate SIP ports in the Accounts page of the CCM.

For device username and password see The Core Configuration Manager (CCM)
password on page 23.

Set up: General outline

1.

The LQ device must be connected to the same network as the SIP server. The LQ unit
must be able to see (contact) the SIP server. See your network administrator you have any
connectivity problems.

Connect the external 4-wire, 2-wire Partyline or radio to a port on the back of the LQ unit.
Open the CCM. Navigate to the Accounts page and register SIP client(s).

Navigate to the Assignments page in the CCM and put the SIP enabled port and the
external port together in the same Channel.

Putting the two interfaces together in a Channel connects and routes audio in a Partyline

(conference) setup.

Each LQ-R unit supports up to 24 ports: 8 hardware ports, 8 SIP ports and 8 virtual ports. Agent- IC
and IVC ports are considered 'virtual ' ports. Virtual ports can be used in any combination up to 8 in

total.

Demonstration: Program the CCM

1. Navigate to the Accounts page of the CCM and define the SIP server.
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= Overview | 5 Device & Roles | SF Assignments

AIC Users SIP Servers

A Cambs SIP SIP Server Settings

semver
Label

Registrar/Proxy IP/Hostname :

Registrar/Proxy Port

Domain :

Advanced

SIP Transport Protocol :

Accounts

# Label

UDP/TCP

User Guide| LQ Series 4.1

/ii» Clear-Com | © |

Any meaningful name

3. IP address of SIP
server. Press [Enter]
key or blue check
mark to submit.

Default setting: 5060

If not set defaults to
Password Registrar/ProxyIP/Hostname

Currently UDP only

You need to configure the Domain setting if your PBX is set up to work with more than one

domain. Configuring the domain in the CCM is recommended as the PBX may have only one

domain, but this can change. Please refer to your network and PBX administration if you need

advice on this.

Register SIP clients. Give the LQ unit the Username and Password of an extension already

set up in the SIP server. Assign this user extension to an LQ unit to register the client with

the LQ. Register up to 8 SIP clients on each LQ device.
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' Overview | = Device & Roles | N7 Assignments Accounts '“*; m—m e

AIC Users SIP Servers
Tl

A Cambs SIP SIP Server Settings

SErver
— Label
+
name
Registra
Domain

Advanced

3. Choose LQ from

SIP Transport Protocol - UDP/TCP d ro pd own ||St

Accounts

1.Click
green

+! [ B U N D

Password LQ Assgfiment Status

Any meaningful 2.User id and 4. Click blue
WEE password exactly as | check mark to
in SIP server submit

Note: If the registration process times out the LQ will re-register. The unit renews registration every 5

minutes.

3. Successful registration is indicated. If registration is not successful, click the registration
indicator for information.
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4. Once registered to an LQ unit, SIP telephone lines are seen under the device icon in the
left side of the Assighments page.

5 Overview | "= Device ASSIGNMERSA 45 Accounts

Devices ‘ All ‘

© Roles @ Hosinames Show All Connections &
¥ La-2w2

A | RS701 Channel 1

B 1-2W-PortB
Channel 2
Al x2003

Channel 3

The SIP client is
available on the LQ
unit. The green bar
indicates connection

Status . Channel 6

Channel 4

Channel 5

Channel 7

5. Go to the Assighments page of the CCM. Bring both the External port and the SIP port
together in a Channel.

Selected Channel has
an orange outline.
Click to select.

T O Roles @ Hostnames y <how All Connections
v LQ-2w2 :
A [ Rs701 |in-use Channel1

B | 1-2W-PortB (4]

=2 overview | 5 Device a¥ Roles 45 Accounts

Devices ‘ All ‘

& Rs701 Channel 2

& x2003

B1 | x.2003 |In—use

Channel 3

Channel 4

Click '+' to put
port in selected
Channel

Channel 5

Channel 6

Channel 7

Channel 8

Audio sources are now connected in a Partyline (conference) setup. You can dial into
Channel 1 from an external phone and dial out from Channel 1 using the CCM.
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134.3 Making and accepting calls: LQ SIP standalone

Note: The SIP enabled port MUST be put in a Channel before you can make and accept calls.

1. Accept incoming calls:

a. If an external user (for example x.2005) dials into the LQ-SIP line then the LQ unit will
auto-answer and establish the call. Audio will then pass between all members of the
Channel associated with the SIP line.

b. The CCM will show the incoming caller number.
c. The CCM user can hang up the call by selecting the phone icon and hanging up.

2. Use the CCM to dial out:

52 Overview | = Devices | & Roles ASSIONmENtSN| 45 Accounts

Devices ‘ All ‘

© Roles @ Hostnames Show All Connections ‘&
v LQ-R2W4-4W4

A | RS701 Channel1 o

B 1-2W-Port B

& Rs701 Channel 2
c 1-2W-Port C

& x 2003

1-2W-Port D Channel 3

1-4W-Port E
Channel 4
1-4W-Port F

1-4W-FPort G Channel 5

Click here to

1-4W-Port H
make a call Channel 6

X 2003

Channel 7

Channel 8

a. Type in the dial-out window the phone number or address of the
telephoneline/extension you want to reach.

b. Once the call is established, audio will pass between all members of the Channel
associated with the SIP line.

c. The CCM will show the dialed phone number.
d. The CCM user can hang up the call by selecting the phone icon and hanging up.

Note: SIP calls can also be hung up (ended) from the LQ device front panel menu.

Note: You can define as many SIP clients as you need, but only 8 can be registered (connected to an LQ
device) at any one time.
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SIP line connection status bars: green; connected, yellow; connecting, connections pending.

You will see a VOX light in the Assignments page. This lights green when audio is coming from a port.

Program LQ-SIP and Clear-Com Eclipse

Connect a SIP telephone to your matrix.

When routing audio between LQ SIP and Eclipse, always use a Direct Channel in the LQ CCM
setup.

o The Eclipse matrix must have EHX version 9.1 or later installed

o Connect via an MVX card: connect the MVX card and the LQ unit directly using a
Cat5/6 cable

o Connect via an IVC (IP) card: LQ unit, matrix IVC card and SIP server must all be
connected to the same IP network

o The LQ unit must be connected to the same network as the SIP server. The LQ unit
must be able to see (contact) the SIP server, see your network administrator if you have
any connectivity problems.

Each LQ-R unit supports up to 24 ports: 8 hardware ports, 8 SIP ports and 8 virtual ports. Agent- IC
and IVC ports are considered 'virtual ' ports. Virtual ports can be used in any combination up to 8 in
total.

Example setup:
General Outline
1. In the Eclipse Software, the matrix IVC port is setup as LQ SIP.

Create an IVC port in the LQ CCM to connect back to the Eclipse matrix IVC card.

The LQ unit is setup as x. 2003 on the SIP server.

H @B

A SIP phone is setup as x. 2005 on the SIP server.

o

In the LQ CCM assign the LQ SIP port (x.2003) and the LQ IVC port into a Direct Channel.

6. From the V-series panel select the HYB#1 key and dial '2005' (speed dial or keypad). The
IVC card will send the dialed digits to the LQ unit which will dial x. 2005. Once the call is
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established audio will pass from x. 2005 to the LQ to the IVC to the panel.

Keyset with Talk and Listen
key to HYB#1

/ (configured in EHX software)
Core Configuration Manager

7 dial x2005 (CCM):

from panel

¢ SIP port and
¢ IVC matrix port

together in a Direct Channel

© Matrix-Data Enabled

. & Ccambsx2003

2005

(-

RERRRRERE IVC_SIPFH

Matrix with IVC
installed

—————————

SIP phone
x2005

- ———
k
-

: LQ device
dial x2003
from phone A 4 x2003

SIP server

Configure the EHX software

1. Program Card and Ports.
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a. In the EHX software, navigate to Hardware>Cards and Ports.

1. Click to select |
card, IVC or MVX

File Tools View Help

(v} System

Card Slot —
Port Number Port Function Label Description 4

Tech Pubs matrix MVX-A16 31(17) LasIP LQ_sIP=1 LQ SIP Client

New Configuration

> DTMF Options

32(18) Lasie ~ | |LQ_SIP#2 LQ SIP Client > Basic Options

Fetch Map from Matrix

33(19) Lasip v | lLasieez LOSIP Client > Voice Operated Switch Options

§  Apply Changes to Matrix my
;| Ve 34(20) Lase | [Losiee LO SIP Client

Hardware - > Global Options
35(21) Lp v | [LosiPes L SIP Client

Cards and Ports 4 Empty “ IP Port Options

36(22) Q sip v LQ SIP#d LQ SIP Client
4 : T L User D
4 cros PR lect — 3. Set User ID and Password. T [ped
. Click to selec 2
P Gis LO SIP port — Make a note of these for o
o 4 mp ) - . S
= ] Q il configuration of LQ device. : 3
onfigurg function from 310(26) Empty brftis
Panels dropdown list e fer) Empty “ > Fast Key Assign Options
Partylines 312(28) Empty v
v Telephone Options
T Fixed Groups 313 (29) Empty v .
Local Advanced 3.14(30) Enply 4. Click Off Hook \nhlhlé:lr:: n
- [FBs 3.15(31) Empty v Ta"y Off Hook Tally
Disconnect by
Controls 316 (32) Empty v Remote Hangup
: Ony
T Sort Groups 31733 Empty v
Routes 318 (34) Empty - > Gain Options
=1 - 31235 Empty O Sl > Tally Options

b. Make a note of the User ID and Password for each port (exactly as in the EHX
software). You will need it to enable the connection between the LQ unit and the
matrix card.

c. Set preferences. Select the Off Hook Tally (click checkbox) under Telephone Options
if required.
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2. Program Panels.

a. In the EHX software, navigate to Configuration>Panels.

Tech Pubs matrix
New Configuration

& Feich Map from Matrix
¥ Apply Changes to Matrix
v Hardware
Cards and Ports
' IP Devices
GPOs
P | GPis
Configuration
Panels
Partylines
+ Fixed Groups
Local Advanced
~ IFBs
Controls
& Sort Groups
Routes
Speed Dials
Key Groups.
4 Logic Maestro

& | Preferences

Diagnostics

» Special Entities

1. Select panel

2. Click required
interface to select

17: LO_SIP#1 1%: LQ_SIP#3

22: 1O _SIP#6

* Sort Groups
> Fixed Groups

» Controls

4. Apply
Changes to
Matrix

User Guide| LQ Series 4.1

Cirds and Ports x
4 | > 1111 (Port 1, V-Series Desktop Rotary) - V-Series Desktop Ratary o - 3134 < > Page Main + Page Names

Zoom - 4 Print keys ~ | [ Save (55 Load ) Clear 53 Copy (4 Paste () Clear Page | | [ Audio Mixer @i Identify Panel

3. Drag interface
to assign it to
panel key

20: LO_SIP#4.

3: MVX SIP

Normally for a telephone conversation you will assign a Talk and Listen to the panel key.

b. Click Apply Changes to Matrix when done.

You can dial an external number using the panel keypad. For convenience, you can program a speed

dial. See Chapter 17, Configuring audio and conference routing in the EHX Software User Guide for
more information on setting up a speed dial.

Program the CCM

1. Register the LQ unit to the SIP server. To do this, follow steps 1 - 4 in Program LQ-SIP
standalone on page 110(LQ-SIP standalone section)
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2. Generate IVC matrix ports in the CCM. Navigate to the Accounts page of the CCM and
define the IVC matrix card. Give the LQ unit the IP address of the Eclipse IVC matrix card.

2= Overview N7 Assignments

AIC Users IvCYllevices 3. IVC card IP address
& here. Press [Enter] key
Device Settings or blue check mark to

SIP Label submit

L IP / Hostname - IDGRTSS — n

IP Port Default: 6001

# Label UserID Password LQ Assignment Status

Ports Settings
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3. How to find the Eclipse IVC card IP address in the EHX software.

File Tools View Help EclipseHX

Right click to see
card properties

IVC-32 Card Properties

oAt P ——

IP Address: 10.5017.7

VIV T 1.

Default gateway: 255.255.255.255
External IP Address: 10.5017.7
External TCP/UDP Port: SN0

Page 120 '|||I

i Clear-Com-



User Guide| LQ Series 4.1

4. Generate IVC ports. Give the LQ unit the Username and Password already set up in the

EHX software. Assign port to an LQ unit to connect.

ST Assignments

Device Settings
Label
IP [ Hostname
IP Port

Ports Settings

# Label

Any meaningful
name

3. Choose

Status

2.User ID and
password
exactly as in

4. Press [Enter] key or
blue check mark to
EHX submit

5. When connection is successful you see a green connection light. If you see a yellow

triangle, click this for information.

6. Once assigned to an LQ unit, these ports are seen under the device icon on the left side of

the Assignments pag

e.

i owenew | = oevics  SIP port and matrix port

Devices Green bar indicates
connection status

v La-2w2 =

A | 1-2W-PortA
B | 1-2W-PortB
B1 | Matrix IVC #1

B1 | x 2003

available.

> Clear-Com | © |

Show All Connections ‘&

Channel1

Channel 2
Channel 3
Channel 4
Channel 5

Channel 6

Channel 7

Channel 8
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7. Bring both ports together in a Direct Channel to connect and route audio sources.

1. Click Directs
tab

4% Accounts

2. Click '+

+ O Roles @ Hostnames Show All Directs &
v LQ-2W2

LM
—

A | 1-2W-PortA Direct 1 2

B | 1-2W-PoriB © Matrix-Data Enabled

B1 [ Mamxve #1 |n-use ‘ | il This shows that
e — ' : you have matrix
B [x2003 . inuse —_— control of the

SIP line

Orange highlight : Tyt
shows that Channel is 3. Click '+" to put

currently selected. port into Direct
Channel

8. Once you have followed these steps you will be able to dial any external line that is
available to your SIP server. you can dial in to your intercom system from an outside
telephone, and dial out from your system using either a panel or the LQ CCM.

IVC ports are 'virtual' ports, in contrast to the physical ports on the LQ unit. You can have up to
8 virtual ports assigned to an LQ unit. Virtual ports can be either IVC connections or up to
eight Agent-IC connections.

VOX light (green). This indicates audio coming from a port.

If you are using an MVX port to connect to the LQ for dialing in/out via the LQ-SIP, place the
LQ 4-wire port into a Direct Channel with the SIP line.

SIP and IVC/MVX connection status bars: green; connected, yellow; connecting, connection

pending.
SIP calls can also be ended either from the CCM or the LQ device front panel menu.

For how to use SIP calls on a panel see How to use SIP calls on page 122

How to use SIP calls

When a SIP call comes into a Channel (SIP-enabled ports must be placed in a Channel before
they can be used) the LQ device answers the call automatically. How the call is monitored and
responded to depends on which device you are working from how the client device is
configured.
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13.6.1 How to establish and end calls using the LQ unit Core Configuration
Manager (CCM)

SIP calls can be managed from the Assignments page of the CCM. You can:

o Dial out
« View numbers

o End calls.

1. Incoming calls:

a. If an external user (for example x.2005) dials into the LQ-SIP line then the LQ unit will
auto-answer and establish the call. Audio will then pass between all members of the

Channel associated with the SIP line.
b. The CCM will show the incoming caller number.

c. The CCM user can hang up the call by selecting the phone icon and hanging up.

12 Overvig Assignments 4% Accounts

Hang up call
Devices ‘ Directs

@ Hostnames
v LQ 4W#1
A | 1-4W-Port A | In-use
B | 1-4W-PortB © Matrix-Data Enabled

[wesPas @ |inuse ‘e 1-4W-Port A

2001 wr

2 |2[l02 | Inuse ALk )
v2 2005

72 2005

S — ] LD
3000 3 2005

4000
2003

2004

2. Use the CCM to dial out:
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13.6.3
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15 Overview signments 4 Accounts

Click here for dial _ _
Devices out screen ‘ Directs

+ O Roles @ WEinames Show All Directs &
¥ LQ 4w _—

A | 14wPortA | In-use Direct 1 2

B 1-4W-Port B © Matrix-Data Enabled

‘ @  14wPotA

A1 2001 e ] Direct 3 0

.

A1 | vcsipag @ in-use

L
SR s
A2 ‘2[!02 tj"ln—use < @ ‘

A3 3000 ur

.

A4 4000 v

A5 | 2003 " | In-use

AB | 2004 L&

-

a. Type in the dial-out window the phone number or address of the telephoneline/extension
you want to reach.

b. Once the call is established, audio will pass between all members of the Channel
associated with the SIP line.

c. The CCM will show the dialed phone number.

d. The CCM user can hang up the call by selecting the phone icon and hanging up.

Control calls from the LQ unit front menu screen

SIP calls can be ended (hung up) from the device front menu screens.

Using SIP lines with a panel (Eclipse and LQ-SIP)

SIP enabled ports are programed in the EHX software. Of importance are Line Release and Off-
Hook Tally options. Setting these options will control how telephone calls behave in your
Eclipse system. The Off-Hook Tally is set to ON by default when you declare and LQ SIP
interface in the EHX software.

If the Off-Hook Tally is set to On, an incoming call configured to a panel will flash on the
interface key. Use the panel keyset to monitor and talk back to the calling party. An incoming
call can be ended by the caller (or from the CCM and device front screen menu). If the Line
Release option is set in EHX then the call can also be released by the panel.
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Line Release option (MVX card)

File Tools WView Help

Hardware Help
O System
Card Slot

Tech Pubs matrix MVX-A16 v

Configuration 11(1)
Retrieve Map from Ma 2 ; 1.2(2)
Apply Map to Matri —_—— 13(3)
Hardware = 14(4)
Cards and Ports n 15(5)
IP Devices \ 1.6 (6)
GPOs 17

GPIs 18(8)

2. Select
MVX card

Configuration 1909

1.10 (10)
Panels

11101

Partylines

112(12)
Fixed Groups

113 (13)

114 (14)

1. Cards and Ports

Controls

1.15(15)

116 (16)
Sort Groups

Routes

Speed Dials 3.
Key Groups.

Logic

Preferences

Diagnostics

b Panels

Port Number  Port Function

W Desktop Rotary
V 2RU Lever (24 Keys)
La sip
Empty
Empty
Empty
Empty
Empty
Empty
Empty
Empty
Empty
Empty
| Empty
Empty

Empty

Select
port

Label
1111

12 1.2

MV SIP
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Descriptian
V-Series Desktop Rotary o
V-Series 2RU Lever - 24 K

LQ SIP Client

4. Panel
options

5. Line
Release

Basic Options

- Panel Options

Reply Tally Auto

Clear Time Bk

Display Brightness

Display Dim Timer RN

Dual Reply Keys Bl
Eavesdropping Il

Expansion Panels [LtELg

Headset Mic Type ERGELTHILLEE)T

Listen Again Auto

He:

Latchable Reply

LS Cut Button

Headset PTT
Function

adset LS Cut

No Function

Key

Delete 4 Minutes

Operation ISkl

Mute Relay B

Nearby Panel

Partial

Page Override

Gor

Allowed
Page Gain
oseneck Mic
Type

Panel Text
Orientation

Electret

Horizontal

Line Release

Enhanced Tallies

Screen Saver

y 10 Minutes
Timer

«
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Off-Hook Tally (IVC card)

File Tools View Help

B Hardware Help
0 System
Card Slot

Tzl (s e T Port Number Port Function Label Description > DTMF Options

New Configuration 3.4 (17) LasiP « | vesies1 LQ SIP Client

; > Basic Options
Retrieve Map from Matric 2 32 (18) LasiP | [ivesies2 LQ SIP client
> Voice Operated Switch Options
®  Apply Map to Matrix 33(19) LasiP «| [sip3 LQ SIP Client

Hardware 34 (20) LQsiP ~ | [SIP4 LQ SIP Client * Global Options

i serlies : npt 35(21) La sk ~ [sips LQ 5P Client

> IP Port Options
? | P Devices 36 (22) Lasie v [sIP6 LQ SIP Client
> Fast Key Assign Options.
GPOs 37 (23) Empty
| chic 2 S | t 3.8 (24) Empty i v Telephone Options

_ - Select § p— 4. Telephone Infibit Panel

Configuration IVC ca rd O ptl ons Callout
310126) Empty Oif Hook Tally

Panels
31127 Empty . Disconnect by
Partylines Remote Hangup
3.12 (28) Empty “ Only

+ Fixed Groups . 5. O‘FF'HOOk

3.13(29] Empty Tal |y > Gain Options

3143 Empty
> Tally Options

31531 Empty
Controis

e » Attached Control Options

3. Select - > Logic Input Options
port

(X Sort Groups

Making outgoing SIP calls from the panel

The following methods are possible:
e Speed dials
e Prepared dialing

Speed dials

Speed dials can be set up in the EHX software to work with a specific interface and number. A
speed dial is created and attached to a control in the EHX software, the control is put on a key

and then this key is put on a panel. To use a speed dial once it is configured, latch the interface
key and press the speed dial key (in any order).

When configuring a speed dial, the interface and the control (the number to dial) can be
stacked on the same key to reduce the number of keys used to dial a set number. See Speed
Dial and Stacked Key in the EHX User Guide.

Prepared dialing

When using prepared dialing, the number is dialed first (use the panel keypad or dial menu)
and the interface (panel key) is selected second. This method of dialing is more flexible when
it comes to possible numbers to dial and the dial route.

Note: Piecemeal dialing is only supported on the Tel-14 telephony interface.

i Clear-Com’
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13.7
13.7.1

13.7.2

13.7.3

Note:
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SIP and the Internet

Generic SIP ports
« Port 5060 (UDP or TCP) for SIP
e Port 5061 (TCP) for TLS communications -if using secure SIP

o Port 4000-32767 (UDP) (send & receive) for RTP/RTCP communications (2 ports per
call)

LQ 4.0 and above will only use ports 4000 - 4015 locally but will still be able to connect to
any other RTP/RTCP ports.

Secure SIP and TCP is not supported..

Network Address Translation (NAT) and Firewall

NAT and many firewalls “hide” private networks behind a public IP address. This normally
means that SIP calls can be initiated from a private network to the Internet but not the other
way around. Also, firewalls commonly deny access to port numbers associated with Voice Over
IP (VolP) applications.

This aspect of SIP can be handled by technologies designed to traverse firewalls such as STUN,
TURN and ICE. Some VolIP service providers use proprietary server side solutions that do not
require STUN/TURN/ICE servers.

Using SIP with LQ

When using SIP with LQ Series units, you need an IP - Private Branch Exchange (IP - PBX) to
act as a SIP server. This PBX can be a physical unit, or you can use a cloud-based IP-PBX
service.

LQ SIP does not currently work with STUN/TURNY/ICE.

More information on firewall/NAT:https://www.ingate.com/files/Solving_Firewall-NAT _
Traversal.pdf
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Telecoms
network

Customer Open ports in firewall to
PBX allow VolIP traffic

i, =
1a s ;:ﬁ-.ﬁ Cloud-based
] o« Soemsa= VoIP Provider, Telecoms
T - r‘gﬂ_"ﬂ for example: network

OnSIP

Open ports in firewall to
allow VoIP traffic

13.7.4 Hardware and cloud based PBXs

LQ has been extensively tested with a number of hardware and cloud-based PBXs, including:
o Grand Stream - a small budget hardware PBX
o Cisco PBX - alarger hardware PBX
o Mitel PBX - a larger hardware PBX
o ONSIP - a US cloud-based PBX (www.onsip.com)

o YAY - a European cloud-based PBX (www.yay.com)
Configuring a cloud-based PBX in the CCM

If a hardware PBX is not available, both ONSIP and YAY offer low cost monthly subscription
that will provide lines that can be assigned to LQ devices.

1||'1'I'|'|
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5 Overview | S Device | & Roles

Agent-IC SIP Servers

A CambsPBX SIP Server Settings

B ONSIP

+ Registrar/Prox

ST Assignments

Registrar/Proxy Port :

Advanced

Domain :

SIP Transport Protocol - UDP/TCP

Accounts

# Label

Password

User and Password as defined by the ONSIP account.

12 Overview | "= Device | & Roles

Agent-IC SIP Servers

A CambsPBX SIP Server Settings

E ONSIP

CYAY Registrar/Proxy IP/

ST Assignments

Label :

stname :

+ Registrar/Proxy Port

Advanced

Domain :

SIP Transport Protocol : UDP/TCP

Accounts

# Label

Password

User and Password as defined by the YAY account.

For more information, see:

User Guide| LQ Series 4.1

LQ Assignment Status

> Clear-Com © |

LQ Assignment Status

How do | link an LQ device to a Public Branch Exchange (PBX)? on page 186

SIP server connection loss

On occasion you might lose connection between an LQ device and your SIP server.
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The LQ software is designed to maintain a call in this event but occasionally you can
experience haphazard call behavior. In this case you can chose to disconnect the call if the
connection to the server is lost.

If connection to the SIP server is lost, you will see the SIP port status bar change from green to
yellow (connection lost or pending) in the Assignments page.

13.8.1 How to set a call to disconnect on server loss

In the CCM navigate to Accounts>SIP>SIP server and click to check the SIP Disconnect on
server loss check box.

When this box is checked, any active call will be disconnected on loss of server connection of
>30 seconds.

it Apps [ Clearcom Sharepoi.. @ iPlayer Radio [ Likes [ SPFEinfo @ Full article MPs wei... » Other bookmarks
% Overview | "= Dewice | 4% Roles | ™7 Assignments fcoounts '||ﬂ= mwm o I

SIP Servers

SIP Server Settings

Label :

Registrar/Proxy IP/Hostname :
Registrar/Proxy Port - Cl ic k to ena bl e

Domain :

Advanced

SIP Transport Protocol : UDP/TCP
SIP Transport Port : #(requires reboot to take effect)

SIP Dizconnect on server loss - B

Accounts

# Label Password LQ Assignment Status
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14 LQ to HelixNet connectivity

LQ 4.0 and above.

HelixNet 4.0 and above.

Linking one ore more LQ units to a HelixNet Main Station (HMS) in a Link-Group is a way of
greatly increasing the number of 1/0O interfaces available in your HelixNet intercom system.

The HelixNet Main Station must be the Link Master in any Link-Group.

Linking HelixNet and LQ also brings Agent-IC, SIP and Eclipse (IVC) connectivity into your
HelixNet system.

14.1 HelixNet/LQ Link-Group

Once an LQ unit is linked to an HMS in a Link-Group, all ports on the LQ unit are visible in the
CCM and available to be placed in a HelixNet Channel. Once a port is in a Channel, audio from
that port can be routed anywhere within the system.

1||'1'I'|'|
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HelixNet Main
Station

" SOz B ::

T e e =P [ 4

S Dpevice ST Assignments | & Accounts

Devices.

1 6.38
3 EIE3E3 3
o o

> IvC-32 Ports

LQ device

¥ SIP Accounts He“XNet and LQ
> HelixNet devices linked

Core Configuration Manager (CCM): Overview page

%3 Overview | S Device 45 Accounts

Ports

Group By © Roles @ Hostnames Show All Channels &
© Devices @ Port Types

Channel 1
v HMS-4X_761502 M 9

1A | 4w Siot1PortA Local Config Channel 2

1B | 4w Siot1Port B Local Config

B | 22W-PortB

Channel 3
Local Config

Channel 4

o e Channel 5

SEETT These ports are now
available to your
HelixNet system

Channel 6

Channel 7

Channel 8

CCM: Assignments page

Connecting an HMS and an LQ unit also brings the possibility of Agent-IC, SIP and IVC
connectivity into your HelixNet intercom system (according to license for Agent-IC and SIP).

Note: A HelixNet/LQ Link-Group supports up to 3 linked Main Stations and up to 3 linked LQ units (to a
maximum of 6 devices in total).

Note: The HMS must always be the Link-Master in a HelixNet/LQ Link-Group.

The following limitations are imposed when LQ devices are linked to a HelixNet Link-Group:
« No creation or use of Direct Connections
« No interconnection of Clear-Com panels over 4-wire
« No SIP hangup capability through the HMS Front panel

« No Internet connection between LQ units.
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Note: If you upgrade your HelixNet system when you have a Link-Group set up, the linking status will be
reset and you will need to re-establish the Link-Group.

14.2 Connecting HelixNet and LQ with analog connection

Interconnecting HelixNet and LQ equipment using either 4-wire or 2-wire interfaces is
possible and only serves as a means of transporting one channel of audio along with call
signalization per connection.

Interconnect between a HelixNet Main Station
and an LQ using either 4-wire or 2-wire partyline.

| Local HelixNet Mainstation

Local LQ unit

'a
o me e o e @ o |

]
HMS and LQ are not in a Link-
Group and must be configured
separately

T

Remote LQ unit

For more information, see:

Programming a HelixNet/LQ Link-Group on page 133

14.3 Programming a HelixNet/LQ Link-Group

« The HelixNet Main Station that has been designated as the Link-Master must be
reachable on an IP network by all other Link-Memebers.

The HLI-ET2 module must be fitted to the HelixNet Main Station for IP connectivity.

« To access the Core configuration manager (CCM), input the IP address of each device
into the address field of a browser.

o Once LQ and HelixNet devices have been joined to a Link-Group, they can be
monitored and configured from any device within that group.

o An LQ/HelixNet Link-Group supports up to three linked HelixNet Main Stations and up
to three linked LQ units (a maximum of 6 devices in total).
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% Overview | 3 Device L3 ! HelixNet Mainstation: Link-Master #1

Show Single Channel 1%

@ .
TRERTEs " e e e Pfaea P2

Devices cl d
S .
R ames ® Hide En

ed HLI-ET2 Ethernet module -
¥ LQ-R2W4-4W4

HBP2 All devices in Link-

Gi
e 1

mp
i © networic with étdsfs
B [+] cable
© LQ #2:
4] Link-Member «——
° - 0t Lo-r #3:
[+ All these ports are — Link-Member
) now available to
Helixnet Y Y Y Y
° |- .00 00 @8 ©8 @8]
s
it & :
HelixNet/LQ Link-Group Core Configuration Manager (CCM) Audio can be routed to/from

any port on any device
within the Link-Group

Find details of the CCM username and password here: The Core Configuration Manager (CCM)
password on page 23

14.3.1 General outline: create a HelixNet/LQ Link-Group

1. Access the CCM of the HMS. Make sure the device Link-Group Role is set to Link-Master.
Default setting: Disabled.

2. Access the CCM of the LQ unit. Make sure the device Link-Group Role is set to Link-
Member. Default setting: Link-Master.

3. Give the LQ Link-Member device the IP address of the HelixNet Link Master. Repeat this
step for each device to be linked to the Link-Master.

4. Once you have linked the members to the master, all devices in the Link-Group will be
visible in the Overview page of the CCM.

5. Navigate to the Assignments page of any device in the Link-Group to view and configure
available ports.

14.3.2 Demonstration: create a HelixNet/LQ Link-Group

1. a. Ensure the HelixNet device is set to Link-Master in the CCM of the Main Station.
Navigate to Device > Linking > Link-Group Role.
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1% Overview Device & Roles ST Assignments 4 Accounts |\|*; m—m‘“ 0
Linking

Link-Group Role :
Link-Group Optimization : LAN/WAN Routed Nagork

Click to set Link-

General Ne'jork

ol , 1 Group Role to

Link-Master
Linking

&

Note:
Orange

highlight
indicates host
device

The default Link-Group Role of an HMS is Disabled.

The Host device is the device CCM your browser is
currently pointing to.

2. a. Set Link-Group Role of LQ unit to Link-Member. Navigate to Device > Linking > Link-
Group Role.

b. Input Link-Master IP address.

25 Overview Device | & Roles | ST Assignments | 45 Accounts 1. Click to set to l“ﬁ; m-m‘“ 9 I
Link-Member

Linking
Link-Group Role Link-iember

Cﬂnﬁgu[aﬁﬂn for Roles, ASSignmentS}ChannF:lS and I . k .
General | Network ___ Accounts will be replaced by the configuration of the 2. Click to input IP

G fI] ﬂ' new Link-Master. address of
Link-Master IP address : HeliXNet Link_

Linking Porls Master. Blue check

69 : Link-Group Member IDs - mark or [ente.r]
o om m m () key to submit

o e o I

i Slot -2 was automatically selected for this Device:

4. Apply
Sefiect an available slot for regisiration of this Device Cha nges to | | n k

wfthin the Link-Group. d .
evices

3. Link-Member

slot is

automatically
selected

c. For each device to be added to the Link-Group, input the device IP into the browser’s
address field to access the CCM, designate the device as Link-Member and give it the

i Clear-Com

Page 135 [



User Guide| LQ Series 4.1

Link-Master IP address (this links the device to the group).

d. Linked devices can be seen in the Overview page.

= pevice ST Assignments | 4B Accounts

Devices

2 3

S-4X_76150; LO-2w2 LO-R2W4-4W4
10.50.16.27 10.50.16.38
E'N ElE3 B 2w [ aw ]
o o

Link-Members are
displayed in their
assigned positions
within the Link Group

Click on the cog
icon for device
configuration

2 HelixNet

Expand sections to view status
and state information about
B S each component type

¥ AgentdC

e. Navigate to the Assighments page to create, configure and view how audio is routed
throughout the system. All ports on the LQ units will now be visible and available for
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258 Overview

O Devices

'S Device

Ports

Group By:

® Port Types
¥ HMS-4X_761502
1A | 4w Slot 1 Port A

1B | 4w Slot 1 Port B

v La-2w2
B 2-2W-Port B
A R5-T01

Al sIPH

¥ LQ-R2W4-4W4

I

B 3-2W-Port B

C 3-2W-Port C

3-2W-Port D

3-4W-Port E

3-4W-Port F

3-4W-Port G

3-4W-Port H

R5-T01

0000000

assignment into one or more channels.

4% Accounts

‘ Channels

O Roles @ Hostnames

Local Config
Local Config

Local Config
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Show All Channels &

Channel 2

Channel 3

Channel 4

Channel 5

Channel 6

Channel 7

These LQ ports are now
available to HelixNet

Click to add port to selected Channel

Channel 10

Channel 11

Channel 12
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15 Agent-1IC and LQ

Use Agent-IC (version 2.0 or later) to connect a mobile user to your intercom system. Agent-IC
connects directly to an LQ unit. Once connected to LQ, Agent-IC is also available to the
HelixNet system or any other ports on the LQ device.

Each LQ-R unit supports up to 24 ports: 8 hardware ports, 8 SIP ports and 8 virtual ports.
Agent- IC and IVC ports are considered 'virtual ' ports. Virtual ports can be used in any
combination up to 8 in total.

151 Agent-IC Profiles

The Agent-IC client device (phone or tablet) connects to one of two possible a host systems
using a profile. Connect to either:

e An LQ unitor
o An Eclipse matrix.
Each mobile client allows two user accounts per host system: EHX1 and EHX2, LQ1 and LQ2.

Profile credentials are set up in the host system before use.

When you connect with a profile for the first time you need to input your user credentials
(User ID and Password) in Settings. You also need the IP address of the host unit you want to
connect to.

1||'1'I'|'|
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(i Clear-Com'

Settings ]

Chose Profile
fromdropdown
list

Agent-IC’
i s Cannected Anywhere

Start

Connect as test

{10.50.16.48) Profile details

& 700 &, Cleas-Coen, LLC. AN rights reserved.

15.2 Agent-IC Roles

Agent-IC uses Roles. A Role is a logical setup that a client (end) device selects from a set of
pre-defined configurations. Roles are used to control setup and reduce installation time. Each
Role can be given a name or label that corresponds to a common user workflow, for example;

Director, Sound, Al. The Role or Roles are defined in the Roles page of the Core Configuration
Manager (CCM).

The Role associated with a User ID can be seen in Settings.
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24 B ¥ NT dmgirn
=  Settings

L M et

Mot Chali by

LW

Sabariec® Suapepiecsaho I LG

MaESs alng
Ringiong [od notifcalsnn

-
L1 =

Erabds wibeaiion for nolhcation

When using Agent-IC, the Role can be fixed for fast and easy deployment of the mobile client.
When a Role is fixed, it is allocated in the CCM and another Role cannot be selected from the

mobile client. This is known as an 'LQ managed' Role.

To allow the mobile user to select from a choice of Roles, the Role setting in the CCM s set to

None.

When Role is set to None

ol the mobile client user can
Ta choose a Role from the
mobile phone (or tablet)

25 Overview

# Label User ID Password L%gult Role LQ Assignment

SR - oo S

+
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15.3 Agent-IC default Role

Agent-IC arrives with a default Role that you can use 'as is' or edit to suit your particular
requirements. The default Role has 6 Channels. Keyset configuration is the same for each
Channel when using the default Role; the keys all operate in the same way.

2 N 7 il 25% 2 15:58
L=

: Channel 1 Click here to Talk
_ L i to Channel 1
Click here to ]/ i " 000
call C{wannel , Channel 2
) Click here to
Each Channel is 000 adjust volume and
Set tO llatched - . Channe| 3 turn LISten fo
Listen'. 5 ) :
Listen is on A
unless it is turned .
off. _ Channel 4 Agent-IC unedited default
Role configuration

\,

0oo

Roles can be changed
Channel 5

(edited) in the host unit
configuration software
(the CCM)

154 Change Agent-IC default Role configuration

Role configuration is changed in the Roles page of the Core Configuration Manager (CCM).
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To change ST Assignments 4% Accounts \Hﬁ; ueﬂ'—m’" 0 I
Channel
assignment, click AlC Default ¥ CLONE G RESET Add, ST e

here scroll through
This role is not in use.

Channels

Select Al Deselect All

1 P 3 4

‘ AIC Default ‘ Channel1 || Channel2 || Channel3 || Channel 4 ‘

5 6
B Cameras e
Channel 5 || Channel 6
B Marketing

Key Assignment :

Primary Left Key :

Click here to
change key
behavior

Primary Right Key :
Secondary Left Key :

Secondary Right Key :

Click required Channel.
To remove assignment, Keyset: #1
click again.

Se, xct item to assign to Keyset: #1

\ Channels
a3

For more information, see:

Program Agent-IC to LQ connectivity on page 143
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More information on how to use Agent-IC can be found in the embedded help.

Profile: LO2 - ﬂ'

Help

(i Clear-Com'

Start

Connect as test
(10.50.16.48)

| 0 00 &, Clear-Cioen, LLC. &N rights reserved.

15.5 Program Agent-IC to LQ connectivity

From the CCM, use the following steps:

|
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1. Set up Agent-IC users in the Accounts page of the CCM. Navigate to the Accounts page.

2. Create user account # 1.

% Overview | U5 Devices | & Roles | <7 Assignments Accolints '”ﬁ; Clear-Com ‘ (7]

AIC Users Agent-IC Users Accounts page
iC

Agent-IC Users List

# Label User ID Password Default Role LQ Assignment Status

Click '+' to create user

Select AIC Users account (Profile)

3. Create user account #2.

1; Overview | ™= Devices | &4 Roles | <7 Assignments Accounts I“H; m—m 0

AIC Users Agent-IC Users Assign this user
il Profile to an LQ unit

Agent-iC Users List

# Label User ID Password Default Role U Status

T ~ 1 [

Any meaningful § Enter User ID and | Select Role for | Click blue check
label Password this user mark to submit

Your Agent-IC user profiles are now setup and the client device can chose a Profile and
connect to the system.

15.51 Connect Agent-ICto LQ

1. From your phone or tablet, select an Agent-IC user profile from the 4 available. In this case
you need to select an LQ profile, as LQ is the host device.

2. Click the Settings button.
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3. Enter login credentials (User ID and Password).

a3

||:‘:|:|!== Clear-Com Chose Profile

fromdropdown

Settings

A

-,

list
Agent-IC
Connected Anywhere
Caonnect as test . .
{10.50.16.48) Profile details

| © 200 &. Clear-Com, LLC. AN rights neserved.

4. Enter the LQ IP address.
5. Press the round Start button to connect.

For more information, see:

How to Access the Core Configuration Manager (CCM) on page 22

15.6 Connecting Agent-1C to LQ over a firewall

Agent-IC traffic must be able to reach the LQ behind the firewall. Port forwarding rules must
be created in your firewall and the LQ device must be given the external facing IP address and
port. The LQ uses port 6001 (TCP/UDP) for Agent-IC traffic.

Example port-forwarding rules Agent-IC to

- = 2029
External IP : 22.192.175.132 forwarded to IP : 192.166.1.50
Port: 6300 (TCP/UDP) Port: 6001

Page 145 (4% Clear-Com*



User Guide| LQ Series 4.1

1. Create a port forwarding rule within the firewall that forwards all Agent-IC TCP/UDP
traffic to the LQ behind the firewall.

[ Example ]

Sanice Name LO-Agent-IC
Sarvice Type TCRUDP =
Extarmal Starting Pan 6300  [1~G5535)
Extemal Ending Pan 6300  [1-Gaada)
| Usethe same port range for Intem sl port
Irtermal Staring Fan |EDD'_ F_hﬁ-ﬁﬁ.‘!iﬁ:-
Irternal Ending Par G001
Intemnal IF adaress 192 |[168 ||t 50

2. Open the CCM (the browser-based management interface hosted by the LQ). Navigate to
Device>Network.

jn
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3. In the External Connectivity section, enter the external IP address and port as configured in

your router/firewall.

Example

SF Assignments | 4§ Accounts

Hatwork

E_ LAN | WAN Gonnectivity

o

Limiingg Paorls

P <&

External Conmectivity

4. In the CCM, create an Agent-IC user account. Navigate to Accounts>Agent-IC>and create

new account.

5. Open the Agent-IC client application on your mobile device. Navigate to Settings and
enter the following connection information:

a. Username (as entered in Step 4 above)
b. Password (as entered in Step 4 above)

c. LQ Server (the firewall external address as entered in Step 3 above: in this example
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22.192.175.132)

d. LQ port (your external facing port as configured in Step 3: in this example 6300).

Your Agent-IC client should now have connectivity to the LQ host from inside and outside
the facility.

Using HTTPs

If you are using HTTPs, it is advisable to recreate the security certificate after Step 3. To do
this, in the CCM navigate to Device>Network>Security and click the yellow Regenerate
button (LQ 4.0 and above).

ST Assignments | 4§ Accounts

25 Overview

External Connectivity

External |

Exiern

¥ Security
Force HTTPS @
Default Certificate

The default certificate is used by Agent-IC, when linking other LQs and for CCM traffic. Any other certificate loaded
onto this unit will only be utilized by the CCM.

P— Device>Network>Security>
Clear-Com Regenerate

dale . Jun 20 2027 -— 2918 day(s) lefL

Note: If you are using LQ 4.0 and above you must reboot the device and re-enter the IP address to force

the certificate to renew.

Page 148 '”f,|:|i== meal'-(:(lm@



16

Note:

16.1

User Guide| LQ Series 4.1

Licensing

When creating SIP or Agent-IC accounts in LQ, you must first buy a license from your Clear-
Com representative. Three license types are available:

o Agent-IC-LQ. This is a single Agent-IC client license.

o Agent-IC8-LQ. This is a bundle of 8 Agent-IC licenses. The bundle must be assigned to
one LQ device, it cannot be broken down into individual licenses.

o SIP8-LQ. This is a bundle of 8 SIP client licenses. The bundle must be assigned to one
LQ device, it cannot be broken down into individual licenses.

Licenses are shipped with the LQ device and activated by the user.
When you have purchased your licenses, Clear-Com will email or send you a Ticket ID.

The ticket ID can contain multiple licenses for more than one LQ unit. Each unit will accept 8
SIP and up to 8 Agent-IC client licenses (the software restricts licenses to the capacity of the
unit).

Dear Customer,

Thank you for purchasing the Clear-Com License. Please find your license details below.
License Type: AGENT-IC-LQ

SO Number : 1234567

Agent-IC-LQ: 3

Agent-IC8-LQ : 0
SIP8-LQ: 0

Ticket ID: XX 2000 X0 XXX

Please keep your Ticket ID as it is used to activate the licensing process.

How to activate your LQ licenses

Licenses can be given to any LQ unit. However, once you have activated a license on a unit,
you CANNOT move it to another unit.

Licenses can be activated:
e Online or

« Offline
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Online activation is where the LQ unit has access to the Internet. Offline activation is

necessary if the LQ units do not have access to the Internet.

Note: Clear-Com recommends activating licenses online where possible.

Online

Network
switch

16.1.1 Online license activation

1. Open the CCM by inputting the IP address of your device into a browser URL field. If your
LQ units are set up in a Link-Group formation you can point the browser at any device in
the Link-Group.

2. Find details of the CCM username and password here: The Core Configuration Manager
(CCM) password on page 23.

3. Navigate to Device>General>License.

4. If working with a Link-Group, select the required LQ unit, and then click Add licenses
online.
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2 Overview Cevice &t Roles SF Assignments 4% Accounts \\m m—m‘“ 0
» | If working with

a Link-Group,
select required
Name - LQ unit from

Model: LQ-2W2 drop-down list

Version . 4.0.21.0 (Boot-Version 1.1.2) hw: 2-1

General Network
ﬁ ;h ¥ Change Password

Linking “ License

G? Features - 8x Agent-IC user license(s)

8x SIP account(s)
Add licenses onlina Add licenses offline
? Upgrade

? Maintenance

Click to add
licenses online

5. In the Ticket field, enter the Ticket ID, and then click the blue check mark. The licensing
page will show information about the quantity of licenses that are available for activation
on this unit.

¥ License

Copy and paste Ticket
ID here. Click blue check
mark to submit
information.

Features : 8x Agent-IC user lice

8x SIP account(s)

Online activation

6. Select the required checkboxes, and the quantity of clients needed, and then click
Activate.

i Clear-Com
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[ Click checkbox ]

Online activation

Select
guantity of
clients

Select addilional capabilities 10 enable on this device:

B LQ SIP (bulk of 8)

LQ Single Agent-IC user license Avaifable: 45 Licensed. 5 (max: &)

LQ Agent-IC user license (bulk of 8)

Activate license

Ticket Activation is permanent
2 cannot be undone

“king Activate*

16.1.2 Offline license activation

When you activate licenses without internet access, you must download a Context File from
the LQ device. The context file acts as a ‘holder’ for the licenses. The file is then sent to Clear-
Com where it is loaded with the license. Clear-Com returns the loaded context file, which you
then upload to the LQ unit.

To order your license for offline activation you must send the following to Clear-Com:

« The context file
o The ticket ID

o Details of exactly which licenses from the ticket you wish to activate on this unit.

1. Inthe CCM, navigate to Device>General>License.

i Clear-Com
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2. If working with a Link-Group, select the required LQ unit, and then click Add licenses

offline.

22 Overview

General Network

2 | &

Linking Ports

R

a% Roles | N7 Assignments | 45 Accounts

Name
Model : LQ-2W2
Version : 4.0.21.0 (Boot-Version 1.1.2) hw: 2-1
» Change Password
* License
Features : 8x Agent-IC user license(s)
8x SIP account(s)
Add licenses online

> Upgrade

? Maintenance

3. Click Get Context File.

23 Overview

General Network

Linking Ports

&\ F

&% Roles | N Assignments | 4p Accounts

General

2 Change Password
+ License

Features : 8x Agent-IC

8x SIP ac
Offline activation

® Get Context File

® Send Update File

2 Upgrade

? Maintenance

& GlearGom O | If working with

a Link-Group,
select required
LQ unit from
drop-down list

Add licenses offline

Click to add
licenses offline

i Clear-Com | © |

Click Get Context
File
(WibuCmRac
extension)

Cancel
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4. Save the context file to an appropriate location (a folder or USB stick).

5. Send the context file, ticket ID and details of which license you require on the unit to this
address: licenses@clearcom.com The context file will be returned to you by email, loaded
with your licenses. When you receive the loaded context file go on to the next step (6,

below).

6. In the Licenses tab in the CCM, click Send Update File and navigate to where you have
stored the loaded file. Click the context file to begin activating licenses.

22 Overview

ST Assignments & Accounts

General

Click Send Update
File, then navigate
to where you have
> change Passwora stored the loaded
¥ License context file. Click
the context file to
upload your

® ot Content e licenses.

® Send Updats Fza

% Upgrade

¥ Maintenance
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7. When the update file is loaded, the licenses are activated. The activated features appear in
the upper part of the License section.

15 Overview 3 ST Assignments | &5 Accounts

View information

Genera about activated
licenses here.

» Change Password

v License

Offline activation

® Get Context File

® Send Updats File |

» Upgrade

¥ Maintenance
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17 Using LQ to interconnect equipment

When connecting LQ units to other Clear-Com products and third party intercom systems, use

the following guidelines:

LQ-4W2LQ-
HelixNet HLI-4W2 R4AWSBLQ-R2W4- To panel Yes No
4W4
HelixNet HLI-2W2
e LQ-2W2LQ-

Note: thi ti
(Note: this connection R2WALQ-R2W4-

is not preferred for N/A Yes No
. . 4W4LQ-R2W4-
optimum audio
. 4WG4
quality)
LQ-4W2LQ- T tri
MVX-A16/Eclipse Q Q O matrx
pic RAWSLQ-R2W4- (Identified as a Yes Yes
iCo
4W4 CCl-22)
LQ-2W2LQ-
IVC-32 IP card/Clear- R2W4LQ-R2W4-
. Yes Yes
Com matrix 4W4LQ-R2WA4-
AWG4
LQ-4W2LQ-
Oth tri third D d
ar;; matrices (third 1 \waLQ-RaW4- th?;e"a:tjn o No No
p o party p
LQ-2W2LQ-
R2W4LQ-R2W4-
Encore MS-702/4 Q N/A Yes No
4W4LQ-R2W4-
AWG4
LQ-2W2LQ-
Encore RS Beltpack R2W4LQ-R2W4-
N/A Yes No
1/2/3 4AW4LQ-R2W4-
4WG4
RTS 2-wire LQ-2W2LQ- N/A Yes, but does No
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t Il
R2W4LQ-R2W4- ok pass €4
. signaling to 4-
equipment 4WA4LQ-R2W4- e audio
wi i
4WG4 .
routes.
LQ-4W2 LQ-
HME DX210/DX410 WBLQRoWA- — Yes No
4W4 LQ2w2'LQ- P
R2W4*
LQ-4W2LQ-
FreeSpeak/FreeSpeak R4WS8LQ-R2W4-
To panel Yes** No
Il Base 4W4 LQ-2W2*LQ-
R2W4*
. . LQ-4W2LQ-
V-Series panel i-
. R4AWS8LQ-R2W4- To panel Yes Yes
Series panel
4W4
2-way radio or 4-wire LQ-4WG2LQ- Yes (call

device with relay
activation

R2W4-4WG4LQ-  N/A
R4WGS8

signal can fire No
relay)

*This connection is not preferred for optimum audio quality. LQ-4W2 is recommended.

** On a FreeSpeak Base station, only ports 3 and 4 pass call signaling.

Table 1 Interconnection guidelines

Connecting 2-wire equipment

When connecting 2-wire equipment the following functions should be taken into

consideration:

o Auto-null

Every time equipment is changed on a 2-wire port you should auto-null.

o Enable/Disable the partyline power

e Line Termination.
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These functions can be found in the 2-wire port settings page of the CCM. Navigate to Device

> Ports on any unit in the Link-Group.

Example:

55 Overview

LO-RZW4-4W4

LO-R2ZW4-4w4 E,

General

T

Linking

&

Netwark

i

Ports

-
-~

Navigate to
Device/Ports

=% Roles

Audio Ports

2-Wire
1-2W-Port A

W 1-2W-Port B

B 1-2W-Port C

W 1-2W-Port D

4-Wire

W 1-4W-Port E

B 1-4W-Port F

Equipment

Encore RS beltpack 701/2/3

N7 Assignments

45 Accounts

Enable/Disable

partyline
power

¥ Interface Settings

Power :

Mode :

“ Port Settings

Label :
Multi Channel Support :
Input Gain :

Output Gain :

VOX Mode :

VOX Off Delay :

Enable/Disable

VOX Threshold - Not set . i ;
line termination

VOX Action Triggers :

2-Wire ’
Termination : Start Auto-Null.
Auto-Nulling - ['Start Nuling Do not listen in
on the line
while Auto-Null

is in process.

Port settings

Power: Enabled Termination: Enabled Auto-
nulling: Start auto-nulling

Encore MS-702/4Encore PK-7Encore PS- Power: Disabled Termination: DisabledAuto-

702/4

nulling: Start auto-nulling

Connecting to 4-wire equipment

To minimize noise, use screened (shielded) cable when connecting 4-wire ports.
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17.21 Pin-out configuration
Pin-out configuration can be set on LQ Series 4-wire interfaces (not 4W + GPIO). This is a
software switch that switches the configuration of the pins on the RJ45 etherCON connectors,
according to the device you are connecting to. See Interconnection Guidelines.
Pin-out configuration is set ‘to Matrix’ by default. To set the pin configuration of a device:
1. Access the CCM for any unit in the Link-Group.
2. Navigate to Device > Ports .
3. Select either ‘to Matrix’ or ‘to Panel'.
=5 Overview ST Assignments &% Accounts
LO-R2WA4-4W4 Audio Ports
m 2-Wire ¥ Port Settings
EDEm
A | B 12W-PortA Label :
General Network B 1-2W-Port B Multi Channel Support -
Output Gain :
W 1-2W-Port D
Linking Ports ™
& g e VOX Mot - | Select Port Function
VOX Off Delay - (pinout
R E VOX Threshold : Not set configuration): To
= VOX Action Triggers : Matrix/ To Panel
B 1-4W-Port G e (Not 4W+GPIQ)
4 Port Function : '
Baud Rate : . B
Select equipment
Navigate to - type.
Device/Ports . (Not 4W+GPIO) |
17.2.2 Port function: To Matrix (default) or To Panel
Check this function whenever you are connecting 4-Wire devices (not GPIO DB-9M
connectors).
About Port Function
Clear-Com products are designed so matrices can connect directly to panels/Base Station/main
station using a straight-through CAT 5/6 (Ethernet) cable. The pin assignments (inputs and
outputs) on these devices are complementary. Previously, a crossover cable was necessary
when connecting Bases to other Bases (RJ45 connector). It is no longer necessary to use a
crossover cable as there is now a Port Function toggle which changes pinouts as required. This
I"'Il ®
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is function is found in port options and can be set from the CCM or the Base Station front

panel menus.

Port Function Pin Assignments

1 Datain + Data out +
2 Datain - Data out -
3 Audio in + Audio out +
4 Audio out + Audio in +
5 Audio out - Audio in -
6 Audio in - Audio out -
7 Data out + Datain +

8 Data out - Datain -

How do | set Port Function (pin polarity)?

To Matrix: if connecting the LQ to a matrix port. Use a 1:1 CAT5 cable from LQ to Matrix.

To Panel: if connecting the LQ to a panel or basestation (for instance, Helixnet, FSIl Base). Use

a 1:1 CAT5 cable from LQ to Panel/basestation.
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Set Port Function in the CCM. Click/touch image to enlarge/minimize.

. - .
A Home i overview Nt Assignments & External Systems '”ﬁ} clear-cum e i

Audio Ports

.
10.60.18.114 - 4-Wire ¥ Port Settings
3

A 1-4W-Port A Label

B ~AW- ot o
General Network W 1-4W-Port B Input Gain :

ﬁ a Output Gain :
——
Multi Channel

Linking Ports Support:
(f | VOX
VOX Mode:
VOX Off Delay: Not set
VOX Threshold: Not set

) VOX Action Triggers: Not set Select To Matrix
Navigate to Home/Ports or To Panel.

4-Wire

7
Port Function: to Matrix v

Baud Rate:

Connecting an Eclipse PiCo (or MVX card) to an Encore device
using LQ

LAN,
WAN,
Internet

. RS701
MVX card or Four-wire Two-wire beltpack or
Pico matrix LQ LQ other
(configured Encore
in ECS/EHX) device

When setting up this connection, care must be taken to configure the port in the EHX software
correctly. This is because, in this case, the port must be declared as a CCI-22 device as the port
detection device on the LQ will recognise it as such.
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1. From the EHX software, navigate to EHX > System > Cards and Ports.
2. Select the MVX card port.
3. Select a CClI-22 device from the list.

4. Itis advisable to label the port as an LQ 4-wire device to avoid confusion.

Show me:
1 N NaVIgate to Configurs Filters ¥ | Cards and Ports |
Empty .
EHX/Hardware/ Card St
) System Port Number § AES Mano Label Description
| s |
Cards and Ports 1. mvxais | [RRRQ) Eare Director V-Series 2RU Rotary
i Helixhet
Studio Matrix P ) e Producer V-Series 2RU Rotary
Demo Config 2 VX A1G Direct
ETE c V-Series 2RU R
& Apply Changes tr ivatrix 20 FOR-22 amars 1 Alles oty
VC-3 " 1414 I-Station Camera 2 V-Series 2RU Rotary
; Panel Aux
[ 155 Editor V-Series 2RU Rotary
Ear Telephone (TEL-14)
JAAntenna 16(6) Trunk Lighting V-Series 2RU Rotary
: Empty 17 (7 V 1RU Lever Sound Eng V-Series 2RU Rotary
2. Select MVX , ' N
P ] 18(8) Talent 1 V-Series 2RU Rotary
card o V 1RU Rotary
199) 2R Lever Talent 2 V-Series 2RU Rotary
1.10 (10) V 2RU Push Makeup V-Series 2RU Rotary
111071 V 2RU Rotary Telephone (TEL-14)
112 12) V Deskiop Lever Telephone (TEL-14)
! elephone (TEL-
3. Set port as CCI-22 v Desktop Push ,
113(13) V Desktop Rotary Satellite Direct
Bolie SE— 122 v | [Lasgre o2z
New Configuratien 115 (15) Direct ™ |ExtLink 2 Direct
1.16 (1§ Direct " Ext Link 3 Direct
4. Label port as
LQ 4-wire
L LMC64
Empty
Note: The connection between the MVX or PiCo and the LQ device is a 4-wire connection, even though it is

declared as a 2-wire connection.

For more information on port function, see 5.16 Port Function in the EHX Software User Guide

17.4 Connecting an Eclipse PiCo (or MVX card) to a panel using LQ

e

MVX card or 4-wire LQ 4-wire LQ Panel
Pico matrix
(configured
in ECS/EHX)
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When setting up this connection, the MVX port to the LQ should be declared as a panel in the
EHX software.

For more information on port function, see the Eclipse EHX Software User Guide.

17.5 PiCo HX trunk to HX matrix (Eclipse HX 8.7 and above)

IP trunking: Eclipse HX to PiCo HX (EHX 8.7 and above)

@) o 117 by
PiCo HX
. LAN,WAN,
LQ 4-wire Internet
IVC-32 card

HX matrix

For this set up it is necessary to configure both EHX and the Core Configuration Manager
(CCM).

1. In the EHX software, declare the PiCo port that connects to the LQ as a trunk.

2. In the EHX software, declare the IVC-32 card port on the HX matrix as an 'LQ trunk'.
3. Generate an IVC-32 port in the Core Configuration Manager (CCM) of the LQ device.
4. Connect 1:1 CAT5 cables between the PiCo and the LQ unit.

5. Navigate to Assignments in the CCM, select and allocate a Channel. It is advisable to name
this Channel 'Trunking'. Put both the LQ IVC port and the LQ 4-wire port into the
Trunking Channel together. This generates a connection between the two ports

Note: Don'’t assign other ports to this Trunking Channel as this will cause confusing transmission.

i Clear-Com’
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Upgrading your device

Upgrades for your device will be available from the Clear-Com website.

http://www.clearcom.com/support/firmware-software-downloads

To upgrade your device, you must import the upgrade file provided by Clear-Com into the
device via the unit's CCM (Core Configuration Manager). An LQ unit must be upgraded from
the host device (the device that the browser is currently addressing). The units cannot be

upgraded by proxy.

All devices in a Link-Group MUST be running the same version of the software.

Import the upgrade file

1.

Open a browser window and input the IP address of the device into the address field to
access the CCM. The device IP can be found on the front display of the unit when it is
powered and booted.

Navigate to Device > General in the CCM.
Expand the Upgrade option (click on ‘+').

Click Select File and navigate to the upgrade file (.gz extension). Select the upgrade file to
upload it.

When the upgrade file is loaded, Upgrade will light up. When this happens, click on it to
upgrade. When the upgrade is finished, the unit will reboot by itself.
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=5 Overview Device & Roles ST Assignments 45 Accounts

LO-R2W4-4W4

T |
ExEm :

General

Version : 4
General Network

L &

Linking Ports ? License

e &

-—

2 Change Password

“ Upgrade

? Maintenance
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Click/touch to expand
Upgrade option.

Click/touch and
navigate to upgrade
file (.gz extension)

When upgrade file is loaded,
Upgrade will light up. When
this happens, click on it to
upgrade. Wait while unit
reboots.

If you downgrade an LQ unit from Version 2 to Version 1, you will see a red light flashing on the front
panel after the first reboot. Power cycle the unit one more time to reset the status.
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FAQs

The FAQs are divided into the following categories:

Device queries on page 166

2-wire and 4-wire specific queries on page 167
Interconnection queries on page 168

IP and network queries on page 175

Audio quality queries on page 182

Telephony queries on page 186

Device queries

How can | find the IP address of my LQ unit? on page 166
What does a solid red light on the front panel keypad indicate? on page 166
What does a flashing red light on the front panel keypad indicate? on page 166

What does a persistent flashing green light (more than 2 minutes) on the front panel keypad
indicate? on page 167

How are LQ Series devices powered? on page 167

How can | find the IP address of my LQ unit?

The IP address of an LQ device can be found on the front panel display of the units and also in
the Web GUI. The IP address of a unit can be changed via the CCM (Device > Network) or
from the device front menu screens (Programming network details from LQ device front
screen on page 54 ).

What does a solid red light on the front panel keypad indicate?

A solid red light on the keypad shows that the unit has lost its IP connection to the Link-
Master.

Make sure that the Link-Master’s IP address is reachable from the network point where the
Link-Member is connected.

What does a flashing red light on the front panel keypad indicate?

A flashing red light shows that there is an ID conflict within the LQ-Group, meaning that two
LQ units are trying to connect to a Link-Group using the same link ID.

To resolve this you will need to undo the unit’s link to the Link-Master and then re-apply the
linking process to an available ID:
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1. Within a Web browser, enter the IP address of the LQ device which is showing the
flashing red LED. This takes you to the Core Configuration Manager (CCM) for that unit.

2. Navigate to the device’s Linking page (Device > Linking).
3. Click the Change Role to Link-Master button and click Apply Changes.

4. Now reconfigure the link and the link ID. To do this, click the Change Role to Link-
Member button, and enter the Link-Master IP. Click the blue check mark or <Enter>.

5. Select an available ID slot (available IDs will be highlighted in blue) and click Apply
Changes.

19.14 What does a persistent flashing green light (more than 2 minutes) on the
front panel keypad indicate?
The devices boot automatically when power is supplied and show a flashing green light on the
front panel keypad while the system is booting.
If the device is booting (the flashing green light does not turn into a solid green light) for more
than 2 minutes, and the display screen does not move beyond the Clear-Com splash screen,
the most likely explanation is that the unit does not have enough power. This can happen if
too many LQ devices are drawing power from the same PoE switch or network.
Check the power supply provided by PoE to see if this is the case and consider using the
supplied power connector cable to power the devices.
19.1.5 How are LQ Series devices powered?
« LQ throw-down units use local power (24 watt sleeve-locking PSU) or Power over
Ethernet (PoE).
e LQ-R 1RU rack units use local power only (2 x 60 watt sleeve-locking PSUs).
19.2 2-wire and 4-wire specific queries
What types of 2-wire intercom do LQ Series units support? on page 167
Does the LQ-4W2 pass call signaling? on page 168
19.21 What types of 2-wire intercom do LQ Series units support?
o Clear-Com
fitn 0
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XLR3F XLR3M
Clear-Com 2-wire
XLR pin-out
1. Ground
2. DC power (30V)
3. Duplex audio

« RTSTW

RTS TW 2-wire XLR3F XLR3M
XLR pin-out
1. Ground
2. DC power (30V)
Duplex audio 1
3. Duplex audio 2

Does the LQ-4W?2 pass call signaling?

Yes, but only call signaling originating from Clear-Com equipment. Call signaling to RTS
equipment will be limited.

Interconnection queries

Can | link LQ-2W to an LQ-4W? on page 168

Can | connect Clear-Com intercom panels to LQ 4-wire devices? on page 169
How do | set up LQ to work with RTS equipment? on page 169

How do | link an LQ device to HelixNet Main Station (HMS)? on page 170
How do | add an LQ port to a HelixNet Channel? on page 172

How do | get an Agent-IC client to connect to an LQ device via 3G/LTE/4G/Wifi? on page
173

Canllink LQ-2W to an LQ-4W?

Yes, a 2-wire device can be linked to a 4-wire device.
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LQ 2w LQ 4w

LAN, WAN,
Internet

19.3.2 Can | connect Clear-Com intercom panels to LQ 4-wire devices?

Yes, Version 2 firmware and later supports Clear-Com Eclipse ECS/EHX matrix to panel
connections.

Matrix+3 connections are not supported.

Drake 4000 panels are supported (baud rate 9600)

19.3.3 How do | set up LQ to work with RTS equipment?
To use RTS equipment you must set the Mode setting to RTS in the CCM:

1. Navigate to Device>Ports>Interface Settings>Mode for the required device.

2. Select RTS.
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3 Ovenview Device a4 Roles ST Assignments &> Accounts

Audio Ports

[ 2w [ aw |

2-Wire ¥ Interface Settings

LQ-RZW4-4w4 E

1-2W-Port A Power | Status @

Mode : RTS

General Network

0
ﬁ ;I-i - = Clear-Com
) 0

2 Port Settings RTS

Linking

W 1-AW-Port F

B 1-4W-Port G

Port A will be channel 1 of the RTS
Port B will be channel 2 of the RTS
The two XLRs (pair) work in parallel, and the RTS device can be connected to either XLR.

19.34 How do I link an LQ device to HelixNet Main Station (HMS)?

Linking an LQ to an HMS follows the same procedure as linking LQ units in a Link-Group. The
LQ manual, available from the Clear-com website gives and overview of linking.

Devices must be connected to the same network and able to see each other across the
network.

To link devices:

1. In a browser, open the Core Configuration Manager (CCM) of the HMS. Navigate to
Device>Linking.

2. Designate the Link Group Role of the HMS as Link-Master
3. Open the CCM of the LQ unit. Navigate to Device>Linking.

4. Designate the Link Group Role of the LQ unit as Link-Member

5. To link units, give the Link-Member the IP address of the Link-Master and click the blue
check mark.
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[ HMS device ]

= Overvig Device &% Roles ST Assignments '“ﬁ; uea’-c““ 9

Linking Set Link Group Role of
HMS as Link-Master
. Link-Group Role : _ (dEfalJlt = Disabled)

Link-Group Optimization - LAN/WAN Routed Network

General Network

Linking

6‘_’)

Navigate to Device>Linking

LQ device

1% Overview Device St Assignments &% Acco Designate LQ as Link-
Member (default = Link-
Linking M a Ste r)

Link-Group Role : Link-Member

General Network

Linking Ports
CO Pang Input IP address of
Link-Master and click
the blue check mark

P 00 /]~

Note: The HMS must occupy slot 1 in the Link-Group. This is the default setting.
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Note: The Role settings of the LQ unit is over-ridden by that of the HelixNet master when devices are
linked.
Note: The Link Group Role status of the HMS is set to Disabled by default. This stops the device from

broadcasting its DNS to the network. The device is not visible to other devices on the network while
Link Group Role is disabled.

19.3.5 How do | add an LQ port to a HelixNet Channel?

LQ ports are available to a HelixNet Main Station (HMS) when the devices are linked in a
Link-Group configuration.

1. Open the Core Configuration Manager (CCM) of any device in the HMS/LQ Link-Group.

S pevice a% Roles ST Assignments 4% Accounts

Devices

Click here to go
to Assignments

o page

Linked devices

Orange
highlight
indicates host
device, the
“ HelixNet device the
- browser is
currently
pointing to

Device Name Model Role

HMS-4X_Mary HMS4X  TechPubsMS

2. Navigate to the Assignments page.
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1 Overview | = Device | & Roles Assignments | 45 Accounts

Ports ‘ Channels

Group By: O Roles ® Hostnames Show All Channels A
© Devicelndex @ Interface Type

Channel 1 4
v HMS-4X_Mary =
2-2'W-
v LQ-2W2 2 ‘ & 22w-PortB g Channel 2

£ |w | Channel 3

A | RSTM (4]
Channel 4

These LQ ports Channel 5
are now available

to the HelixNet Channel 6
Click '+' to put ! .
i ; Main Station
this DOFt in the Channel 7

selected HelixNet
Channel Channel 8

Channel 9

Note: Direct Channels are not available to HelixNet. This means that panel control of audio sources is not
available.
Note: Local Audio Mix (submix) is not available in HelixNet.
19.3.6 How do | get an Agent-IC client to connect to an LQ device via
3G/LTE/4G/Wifi?
There is one connection method for an Agent-IC client to an LQ unit, regardless of the
connection medium.
Note: The device must have Agent-IC license or licenses installed. See Licensing on page 149 for more
information.
Agent-IC accounts must be set up in the Accounts page of the LQ CCM.
ity ®
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Navigate to Accounts>Agent-IC

'S Dpevice ST Assignments

Agent-IC Users

Agent-IC Users List

# Label User ID Password Default Role

Click '+' to define an
Agent-IC client profile

LQ Assignment Status

= Device

23 Overview ST Assignments

Agent-IC Users

Agent-IC Users List
# Label User ID Password Default Role LQ Assignment

_ - _ Hone N

Any meaningful
name is possible

User ID and

Password
for this
account

Select Role. If None
is selected, the client
device will be able to
select any Role.
Otherwise, the Role
will be LQ Managed.

From the mobile client, input:
o LQ device IP address
« Login credentials (User ID and Password) in Settings.

Chose an LQ Profile (an EHX profile connects to an EHX system).
Press Start to connect the client to the LQ.

Select an LQ
device to
connect to

Click blue
check mark to
submit
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@ Profile: LO2 -

Setfings

Il " I’
|| HH} clear-cﬂmi Chose Profile
from dropdown

list

~ Agent-IC
¥ s Connected Anywhere

Click to connect

Cornect as test
(10.50.16.48)

[ © 2016, Clear-Com, LLC. AN rights reserved.

Note: When connecting Agent-IC to HelixNet via LQ, due to a heavier codec (WavPack), the data rate will
increase. This may cause problems with the Agent-IC client in HelixNet Channels, particularly when
using the slower 3G bandwidth connections.

194 IP and network queries
How do | set the system up if | have to cross one or more firewalls? on page 176
Why must the Link-Master have a static IP address? on page 177
Connectivity, including Web access to my LQ unit is intermittent, even though | am accessing
it from within the same LAN. on page 177
What happens if connection to the Link-Master is lost? on page 177
How do | connect an IVC card to a HelixNet Main Station (HMS) over IP infrastructure? on
page 178

fitn 0
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1941 How do | set the system up if | have to cross one or more firewalls?

As a minimum requirement for connectivity, the Link-Master must be reachable by all other
Link-Members in the Link-Group. To achieve this, port-forwarding rules need to be created
within the firewall which the Link-Master is behind. The ports that need to be forwarded are
as follows:

1. 80:TCP. This is used for both link initiation and Web management.

2. 655:TCP/UDP. This is used for the transmission of all audio and data (call signaling)
between Link-Group members.

To set up a Link-Group with devices behind one or more firewalls, observe the following
example configuration:

Assume the following IP addresses and port-forwarding rules:
e 173.194.121.48 (external IP address)
e 192.168.1.100 (Link-Master network address)
« 6300 (arbitrary port chosen for port 80, the management port-forward rule)

o 6301 (arbitrary port chosen for port 655, the audio/data port-forwarding rule)

1. Within the firewall, create a port-forward rule that forwards any TCP requests received on
173.194.121.48:6300 to 192.168.1.100:80.

2. Within the firewall, create a port-forward rule that forwards any TCP/UDP requests
received on 173.194.121.48:6301 to 192.168.1.100:655.

3. Within the Link-Master's Network configuration page, configure the external IP and

audio/data port:

External Connectivity

External IP Address:

External Port:

4. Within the remote unit’s Linking configuration page, configure the Link-Master’s external
IP and management port:
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BIIeCNERIC RIS 172 104.121.48:6300 v -

5. Repeat step 4 for each LQ unit to be part of the group.

6. For every Link-Member within the Link-Group that can be made externally reachable,
navigate to the device’s Network configuration page and configure the external IP and
audio/data port as in step 3 (optional).

These configuration steps will ensure basic connectivity within the Link-Group. For more
detailed information see Internet connectivity on page 70.

Why must the Link-Master have a static IP address?

The Link-Master must be statically addressed to prevent its IP address from changing. A
changed IP address will result in loss of connectivity with the rest of the Link-Group.

Another alternative is to maintain DHCP addressing but use the Address Reservation feature
available in most managed routers. This will instruct the router to allocate a specific DHCP address
to an LQ device identified by its MAC address. The unit’s MAC address can be retrieved through the
LQ's front panel menu.

Connectivity, including Web access to my LQ unit is intermittent, even
though | am accessing it from within the same LAN.

The most probable cause for this is that an IP conflict exists. In this case, the IP address used by
the LQ unit is already in use by another device within your LAN. The quickest and easiest way
to check if this is the problem is to change the LQ unit’s IP address to an address that is known
to be available and observe if connectivity to the unit is once again consistent.

What happens if connection to the Link-Master is lost?

The Link-Master must be statically addressed to prevent its IP address from changing. A
changed IP address will result in loss of connectivity with the rest of the Link-Group.

A). Connection to the Link-Master is lost when a Link-Group is on a LAN

In this case, existing audio routes will be maintained, but system-wide data, such as Channel
names will not be updated. New data routes will not be possible.

B). Connection to the Link-Master is lost when a Link-Group is on the Internet

In this situation there is likely to be loss of audio. When connecting over the Internet, it is
usually the case that the Link-Master is the only device that is reachable by the other units in
the group. If this is the case, all audio will be routed through the Link-Master, creating the
possibility of a single point of failure. To prevent this, be sure to facilitate connectivity
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between the LQ units in the group through port-forwarding, described in Internet connectivity
on page 70.

In both cases, on a LAN or the Internet, loss of connection to the Link-Master will have the
following effects:

o Prevents the ability of the LQ units to modify of any of the Channel names.

o Prevents the distribution of device configuration changes throughout the Link-Group
resulting in the possibility of inconsistent routing information.

19.4.5 How do | connect an IVC card to a HelixNet Main Station (HMS) over IP
infrastructure?

To link an HMS to an IVC card over IP, the HMS must first be connected to an LQ unitin a
Link-Group configuration. Once connected to an LQ in this way, the IVC 'virtual ports' are
available to the HMS.

The Link-Group devices must be connected to the network and able to reach the IVC card
over the IP infrastructure.

1. Open the Core Configuration Manager (CCM) of any device in the Link-Group

il Clear-Com’
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Devices

HMS-4X_Mary LQ-2W2

10.50.16.54

Linked devices

“ HelixNet

Device Name Model Role

HMS-4X_Mary HMS-4X  TechPubsMS

¥ IVC Ports

There are no IVC Accounts configured.

2. Navigate to the Accounts>IVC

User Guide| LQ Series 4.1

In a Link-Group,
the Accounts
page becomes

available to
HelixNet
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I Overview | = Device | &% Roles | 7 Assignments |\|“; m.m o

Agent-IC IVC Devices

Device Settings

Label :

IP / Hostname :

IP Port :

Ports Settings

# Label User ID Password LQ Assignment

Navigate to Accounts and
select IVC button

3. Open the EHX software and find the IP address of the IVC card.

(3 SIP_testing on localhost (Administrator) - EHX Configuration System = =
File Teols View Help EclipsaHX

IVC-32 Card Properties

TCB/UDP Port:
IP Address:
Subnet mask;
Default gateway:
External IP Address:
External TCP/UDP Port:

Close]

Navigate to Cards and Ports.
Select IVC card and right click to
see IP address

4. Define the port login credentials in EHX

i Clear-Com’
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File Tools View Help

[»] System

Tech Pubs matrix
New Configuration

8] Retrieve Map from Matrix
®  Apply Map to Matrix
Hardware

IP Devices

(+]
[l cards and Ports
@
«

GPOs

P GPis
Configuration

Diagnostics

Hardware Help
Card Siot

P |

Port Number Part Function Label Description
i MVX-AT6

Lasie WC_SIP#1 LQ SIP Client
Lasip WCsIP#2 LQ SIP client
Lasie siP3 LQ SIP Client
Lasip sip4 LQ SIP Client
Lasie SIP5 LOSIP Client
Lasip SiP6 LQ SIP Client

Empty

Empty

e Navigate to Cards and

= Ports>Card>Port>1IP
Ezey) Port Options and set
Emey up User ID and Passw
Ermpty ord
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DTMF Options

Basic Options

Voice Operated Switch Options.
Global Options

1P Port Options

UseriD [FTER]

Password [

Network
Connection
Audio Codec ()
> Fast Key Assign Options

> Telephane Options

> Gain Options

> Tally Options

When done,
Apply Map
to Matrix

5. Give the LQ Group the IP address of the IVC card, input login credentials and connect

ports.

25 Overview

Agent-IC

Ta

SIP

.

=

Device =i Roles ST Assignments

IVC Devices

Device Settings

Label :

P 1 Hostame [

IP Port :

Ports Settings

# Label User ID Password

Click '+' to define
ports to connect

/> Clear-Com | ©

Input IVC IP
address and click
the blue check
mark to submit.

LQ Assignment Status
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1 Overview | = Device | & Roles | ST Assignments

/i3 Clear-Com | ©

AgentC IVC Devices

AIVCH Device Settings

= Label :

IP { Hostname :

IP Port :

Ports Settings

# Label User ID Password LQ Assignment Status

[ DY B e -

Select an Click blue

User ID and Password

must match that set up LQ unit to check
in EHX exactly connect to mark to
connect
port to the
LQ

Successful connection is indicated by the connection status button. Click on this icon for
information.

The expected latency of HelixNet to LQ to IVC is 100ms plus. This connection may not be suitable
for a live environment.

Audio quality queries

How do | eliminate choppy audio being received by an LQ unit? on page 182
How do | use 20 kHz audio? on page 183
How do | change network quality settings? on page 185

How do | eliminate choppy audio being received by an LQ unit?

Choppy audio is usually the result of a port that has a network quality setting that is too high
for the IP network. Choppy audio can usually be resolved by adjusting network quality on
either the

transmitting or receiving devices.

For example, if the choppy audio is only on one receiving device, then the problem will
probably be solved on that device. However, if the problem is on all devices except one, then
the issue can probably be solved by adjusting network quality on the transmitting device.
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Note: If you want to resolve poor audio quality when using the 20 kHz audio feature, you may need to use
the Custom network quality settings to keep the bitrate high at the same time as adjusting the jitter
buffer. Do this on the device that is receiving choppy audio.

19.5.2 Adjust network quality setting
Network quality problems should be resolved on a per Channel basis.

1. Within a web browser, input the IP address of the required LQ device, or any device
within a Link-Group into the address field in order to open the Core Configuration
Manager (CCM).

2. Select the Assignments page from the top navigation bar.

3. Select the Channel with audio problems from the Channel selector on the right side of
the page.

4. Click/touch the Local Audio Mix button within the Channel.
5. Click/touch the Network Settings.
6. Adjust the network quality slider bar.

7. Repeat step 6 until the choppy audio is minimized.

Note: The jitter buffer setting is designed to buffer audio received to prevent loss if there is network jitter.
Be aware that the jitter buffer selection will directly affect the latency. This is because the lower
number in the jitter range represents the amount of time the LQ unit will buffer audio before
delivering it to the port. A bigger jitter buffer setting will increase latency in milliseconds.

The Custom option within the Network Quality setting allows adjustment of the jitter buffer
independent of other settings.

19.5.3 How do | use 20 kHz audio?
To use 20 kHz audio, the bitrate must be set to 128 Kbps in the Local Audio Mix (LAM).

Local Audio Mix is adjusted on a per Channel basis.

1. Within a browser, enter the IP address of the LQ device (or any member of the Link-Group
if that configuration is being used) in the address field. This opens the Core Configuration
Manager.

2. Navigate to Assignments using the top navigation bar.

3. Select the required Channel from the right side of the page.
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4. Click the LAM button, then network settings and use the slider bar to adjust settings. 128

Kbps is available on High or Custom settings.

'S pevice 4% Accounts

22 Overview

Ports ‘ Channels

Group By + O Roles

® Hostnames

Click/touch Local
Audio Mix button

O Devices @ Port Types
¥ LQ-R2W4-4W4
A | 1-2W-Port A @ i-2w-PortA

B | 12W-PortB © t12wrotc

¢ | 1awponc
1-2W-Port D
1-4W-Port E
1-4W-Port F
1-4W-Port G

1-4W-Port H

Local Audio Mix

Transport Settin

Silence Suppression :

Network Quality: |

Transmit

Audio Bitrate

Audio Bandwidth:
Packet Size:
Receive

Jitter (min-max). 5ms - 60ms

25ms - 80ms

Unit latency:

|i» Clear-Com | © |

Show All Channels ‘&

Channel 1 2

Channel 2
Channel 3
Channel 4
Channel 5
Channel 6

Channel 7

Click to adjust
slider bar settings

Page 184

i Clear-Com



User Guide| LQ Series 4.1

19.54 How do | change network quality settings?

Network quality settings (the rate at which the LQ device transmits data to the network it is
connected to) are set in the Assignments page of the Core Configuration Manager (CCM).

1. Go to the Assignments page of the LQ device (or any LQ device in a Link-Group, if you are
using a Link-Group configuration).

2. Click on the Local Audio Mix (LAM) button within the currently selected Channel.
3. Click on the Network Quality setting.

4. Use the slider bar to adjust the setting (very low to very high, or Custom).

Suggested network settings:
o Low: Internet
« Balanced or High: WAN

« Very High: LAN

= overview | 5 Device HESiORmEniSA 45 Accounts

Ports ‘ Channels

Group By T O Roles @ Hostnames . Show All Channels ‘&
® Devices @ Port Types Click/touch Local

Audio Mix button
v LQ-R2W4-2W4 . -

& | AP @ 12wrorta y Channel 2
B | 1-2W-PortB @ 12wPotc
i Channel 3
[ 12wponc

1-2W-Port D Channel 4

1-4W-Port E
Channel 5
1-4W-Port F

1-4W-Port G Channel 6

1-4W-Port H
Channel 7
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Local Audio Mix y ~

Transport Settings Click to adjust

. . slider bar settings
Silence Suppression : g

.

Network Quality-

Transmit

Audio Bitrate:

Audio Bandwidth:
Packet Size:

Receive

Jitter (min-max). 5ms - 60ms

Unit latency. 25ms - 80ms

19.6 Telephony queries

How do | link an LQ device to a Public Branch Exchange (PBX)? on page 186

Can | use DTMF tones when connecting to a telephone conference? on page 187

19.6.1 How do | link an LQ device to a Public Branch Exchange (PBX)?

You must first create extensions within your PBX. Refer to your PBX documentation for this.
Make a note of the PBX IP address and the User ID and Password of the extensions you
require to connect to the LQ device.

The PBX and the LQ unit must be connected to the same network and be able to see each
other across the network.

Note: The PBX and the LQ must not be configured to the IPrange 172.23.xx.xx.

1. Openthe LQ CCM in a browser.

2. Navigate to the Accounts page and select the SIP button from the left side of the page.
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3. Click '+' to begin to define the PBX. Follow the steps illustrated below.

12 Overview | ‘S Device ST Assignments ACCount s

For labels, any
meaningful
AgentIC SIP Servers name is possible

Ta
A CambsPBX SIP Server Seftings ] 2. Click here to input the IP
siP asIp2 bt address of the PBX. [Enter]
key or click the blue check

“. A Registrar/Proxy IP/Hostname -
mark to submit.

Registrar/Proxy Port
Domain

Advanced

SIP Transport Protocol © UDP/TCP

1. Click here
to define a

PBX # Label User Password LQ Assignment

Accounts

This indicates
connection

status. If
= | A1 connectionis
unsucessful,
I VA N click icon for

information.

3. Click '+' to

add extension User must Password must Click blue
match an match an e —
extension set up || extension set up " CEmTEE:
in the PBX in the PBX
exactly exactly
Note: The Registrar/Proxy Port and the Domain are controlled by the PBX admin. The Proxy Port usually
defaults to 5060.
19.6.2 Can | use DTMF tones when connecting to a telephone conference?

You can use DTMF dail tones when connecting to a telephone conference. The LQ SIP client
can generate SIP information packets which a PBX can convert to DTMF tones. For example, a
coma (, ) represents a pause.

i Clear-Com
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Navigate to Assignments

12 overview | S Device | aw Roles ASSigNmEnS 4% Accounts

Ports ‘ All ‘

Group By: O Roles @ Hostnames Show All Connections &
© Device Index @ Interface Type

Channel 1
o -

B | 1-2W-Port B & 1-2w-PotB Channel 2

Al | e @ s
A | Rs701 (4]
Al | SIP# L Channel 4

Click here to

make an
outgoing call Channel 6

Channel 3

2-2W-Port A
2-2W-Port B
2-2W-Port C Channel 7
2-2W-Port D

Channel 8
2-4W-Port E
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Ready to di

Enter number, 033
XXXXXXXX ,,,, XXXX
where xxxxxxxx represents
the number, a coma (,)
represents a pause and
XXXX represents a pass
code
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Click to dial out
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20 Technical specifications

20.1 System limits and capacities

The following system limits and capacities apply.

Roles 100
Channels 24
Directs 24
Accounts (Agent-IC, SIP and IVC) No limit
No limit
Agent-IC Note: Any number over eight will result in the user being logged

into demo mode of the Agent-IC client.

SIP 8

IvC 8

» Clear-Com’
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20.2 Audio
2-wire LQ 4-wire LQ
Frequency response 50 Hz - 10 kHz Frequency response 100 Hz -20 kHz
Codec OPUS Codec OPUS
Input/output gain -3to+3 dB Input/output gain -12to+12 dB
Maximum input 0dBu (nominal - . 100K transformer
Input impedance .
Clear-Com 18dBu) isolated
. . +6dBu (nominal -12 . 120R transformer
Maximum input RTS Output impedance .
dBu) isolated
+18dB inal
Termination 200R selectable Maximum output u (nomina
0dBu)
On-Noise <-70dBu Noise <-75dBu
Off-Noise <-85dBu
Call drive voltage
Call sense voltage >11V<4V Call drive and sense ~ Clear-Com
Clear-Com
Call dri It
Ca” rveve I:ge -7dBu 20kHz-32dBu
all sense voltage
g 20kHz
RTS
RMK (R t
. R e‘ Clear-Com and RTS
microphone kill)
20.3 Pinouts
2-wire pinouts.
TN ®
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e Clear-Com

Clear-Com 2-wire
XLR pin-out

1. Ground
2. DC power (30V)

3. Duplex audio

« RTS

RTS TW 2-wire
XLR pin-out

1. Ground

2. DC power (30V)
Duplex audio 1

3. Duplex audio 2

4-wire pinouts

User Guide| LQ Series 4.1

XLR3F XLR3M

XLR3F XLR3M

Pin To panel To matrix

Pin1 RS-422 input + (into matrix) RS-422 output + (from panel)
Pin2 RS-422 input - (into matrix) RS-422 output - (from panel)
Pin 3 Audio input + (into matrix) Audio output + (from panel)
Pin4 Audio output + (from matrix) Audio input + (into panel)

Pin 5 Audio output - (from matrix) Audio input - (into panel)
Pin 6 Audio input - (into matrix) Audio output - (from panel)
Pin 7 RS-422 output + (from matrix) RS-422 input + (into panel)
Pin8 RS-422 output - (from matrix) RS-422 input - (into panel)
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4-wire GPIO pinouts

DB-9M connector

1. Line out (Mic out) +
6. Line out (Mic out) -
@ 2. Line in +
@ 7. Line in -
@ @ 3. Ground
(3) 8. GPI (short GPI pin to Ground to activate)
@ 4. Relay(GPO), normally closed
@ 9. Relay (GPO) Common (relay wiper)
@ 5. Relay (GPQ), normally open
Radio Base ==
4-wire GPIO specifications
Relay contact type SPDT
Relay contact voltage rating 60V
Relay contact current rating 2V
Input type Close contact to ground
Input voltage range 0-12v
Input current 1mA
Input DC isolation No isolation due to contact to ground

Caution: Shielded Cable Requirement

Shielded Cable is required for ALL LQ SERIES GPIO Port connectivity. Shielded Cable must be
used to assure compliance with domestic and international emissions standards. Customers,
Installers and or qualified Personnel failing to use shielded cables may cause radio interference
in which case the user may be required to take adequate measures.
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20.4 Partyline output current (2-wire)
LQ: PoE 26V 70mA max
LQ: DC power connector (12V PSU) 26V 150mA max
LQ-R: DC power connector (12V PSU) 26V 250mA max
Note: LQ units will draw up to 12 watts for a Partyline (depending on how many devices are connected to
the line).
20.5 Network quality settings

Default option is in bold

Bitrates 16, 32,48, 64, 128 kbps

Packet
.ac © 5,10, 20, 40ms, 60ms
size
Jitter 200 - 1000ms,100 - 500ms60 - 200ms,40 - 100ms, 20 - 60ms, 5 - 60ms,0
buffer - 60ms
20.6 Connectors
2-wire (LQ-2W2) 4-wire (LQ-4W2) 4-wire + GPIO (LQ-4WG2)
2 x etherCON (F) : network 2 4 x etherCON (F): 2 for 2 x etherCON (F) : network 2
x 3 pin XLR-F: audio network, 2 for audio x DB-9M + GPIO

» Clear-Com’
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2-wire (LQ- 4-wire (LQ- Combined (LQ- 4-wire + GPIO  Combined GPIO
R2W4) R4WS8) R2W4-4WA4) (LQ-R4AWGS) (LQ-R2W4+4WG4)
2 x etherCON
2 x etherCON 2 x etherCON X ether 2 x etherCON (F) :
(F) : network 4 2 x etherCON )
(F) : network 4 x (F) : network 8 x network 4 x 3-pin
3 pin XLR-F4 x  etherCON Ry45 * CherCON (R network 8x ) o L/ g oM +
. pin D RIS F4x3-  DBIM+GPIO .~
P pin XLR-F
20.7 Power supply
Input: 100-240V, 47-63Hz, 0.58A max Input: 100-240V, 47-63Hz, 0.58A max
Output: DC 12V, 2A, 60W max Output: DC 12V, 2A, 24W max
2 x Plug-in adapter with sleeve locking 1 x Plug-in adapter with sleeve locking
connectorUS,UK, Europe, AUS and China connectorUS,UK, Europe, AUS and China
sockets included sockets included
20.8 Environmental

Operating temperature 32 - 104°F (0 - 40°C)

Storage temperature -67 - 158°F (-55 - 70°C)

Humidity 90% non-condensing

20.9 Dimensions and weight

6.8w x1.79h x 8.45d inches 19w x1.79h x 8.8d inches

Dimensions
(173 x46 x 215 mm) (484 x 46 x 224 mm)

Weight 1.83lbs (.83kg) 4.291bs (1.95kg)
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21 Terminology/glossary

4-wire direct

A 4-wire connection is characterized by two pairs of twisted copper
wire which transmit in opposite directions. A 4-wire circuit gives a
full-duplex interface which is often used to connect to third party
devices. When used with the LQ Series, a 4-wire direct connection
(as opposed to a channel) provides point-to-point and panel
connections over IP. The 4-wire direct interface will pass panel data
as well as audio. 2-wire connections are inactive in the 4-wire direct
tab of the Assignments page in the CCM and cannot be used in this
context.

CCM

Channel

Core Configuration Manager. This is the browser-based configuration
tool that each LQ device is supplied with. It can be accessed by
entering the IP address of your device (shown on the device front
panel) into the address field of a Web browser.

In the context of the LQ product, a Channel represents a conduit or
holder for routing audio and data (including GPIO triggers) through
your intercom system. As well as routing audio, a Channel also
connects audio and data sources. To use Channels, connect audio to
the port connectors on the device, and assign the port or ports to one
or more Channels. LQ uses two different types of Channel; a regular
Channel and a 4-wire direct Channel. A regular Channel operates
like virtual party or conference line. It comprises audio from multiple
audio interfaces on the devices (ports A-F) that have been assigned
to it. Within a regular Channel, all parties can hear and speak to each
other. A 4-wire direct Channel is made up of only two audio sources
in a one-to-one connection.

Networked Control

Network Control Events are settings on a port that allow GPIO
signals and controls to be passed through your intercom system.
GPIO signals are converted to digital signals and then passed across
the IP infrastructure (as with a 2-wire call signal).There are three

Events
Network Control Events to choose from: 1, 2 and Call. See What are
Networked Control Events and how do | use them? on page 90 for
more information.

. The LQ device whose browser-based configuration tool (CCM) your

Host device . )
browser is currently directed to.

Linking The act of joining multiple LQ devices together in one group.
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Link-Group A set of devices linked together forming their own isolated network.

Role of a device within a Link-Group that provides central
Link-Master reachability within the group as well as ownership of both
configuration and distribution of information.

Role of a device within a Link-Group that shares client privileges

Link-Member L
within the group.
In a Partyline, all the participants on the line are involved in the
. same conversation, and they can hear and talk to all members. In
Partyline

some contexts a Partyline is known as a conference line. Partylines
can be 2-wire or 4-wire.
A device within a Link-Group that can be configured via the

Proxy device . . .
browser-based configuration tool (CCM) of another unit in the group.

A virtual Partyline is a digital audio channel that is made up of
several different audio sources. In terms of audio, a virtual Partyline
behaves in the same way as a Partyline; all participants can hear and
talk to each other.

Virtual Partyline

1||'1'I'|'|
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Compliance

Regulatory Models: LQC and LQ-R
Manufacturer: Clear-Com LLC, 1301 Marina Village Parkway, Suite 105, Alameda Ca., 94501

Brand: Clear-Com
Product name: LQ Series

Country of Origin: USA

FCC notice

This device complies with Part 15 of the FCC rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) This device must accept
any interference received, including interference that may cause undesired operation.

This equipment has been tested and found to comply with the limits for a Class A digital device,
pursuant to Part 15 of the FCC rules. These limits are designed to provide reasonable protection
against harmful interference when the equipment is operated in a commercial environment. This
equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instruction manual, may cause harmful interference to radio communication.
Operation of this equipment in a residential area is likely to cause harmful interference, in which
case the user will be required to correct the interference at his own expense.

Warning:

Changes or modifications not expressly approved by Clear-Com, LLC, an HM Electronics, Inc.
company could void the user’s authority to operate this equipment.

This is a Class A product. In a domestic environment this product may cause radio interference in
which case the user may be required to take adequate measures.

Industry Canada Compliance Statement

This Class[A] digital device complies with Canadian ICES-003.

Avis de conformité a la réglementation d'Industrie Canada

Cet appareil numérique de la class[A] est conforme a la norme NMB-003 du Canada.
Korean KC EMC Registration

For Class A Equipment

0] 7|17|= BF&(AS) WAL Het7[7| 2 M TR} £ = AFEXAt= Of S F2l5HA| 2 Biet
7

S
o, 7Hd 2|2 X|HoA AHESt= A2 SR
Australia and New Zealand

This product has been tested and found compliant with applicable AS/NZS Standards Australia
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RCM Marking:
New Zealand R-NZ Marking if applicable: R-NZ

European Union

Directives:

EMC Directive 2014/30/EU

Low Voltage Directive 2014/35/EU

RoHS Directive 2011/65/EU

Standards:

EN55022

EN55024

EN55032

EN/IEC60950-1

Waste Electrical and Electronic Equipment (WEEE)

The European Union (EU) WEEE Directive (2012/19/EU) places an obligation on producers
(manufacturers, distributors and/or retailers) to take-back electronic products at the end of
their useful life. The WEEE Directive covers most Clear-Com products being sold into the EU
as of August 13, 2005. Manufacturers, distributors and retailers are obliged to finance the costs
of recovery from municipal collection points, reuse, and recycling of specified percentages per
the WEEE requirements.

Instructions for Disposal of WEEE by Users in the European Union

The symbol shown below is on the product or on its packaging which indicates that this
product was put on the market after August 13, 2005 and must not be disposed of with other
waste. Instead, it is the user’s responsibility to dispose of the user's waste equipment by
handing it over to a designated collection point for the recycling of WEEE. The separate
collection and recycling of waste equipment at the time of disposal will help to conserve
natural resources and ensure that it is recycled in a manner that protects human health and the
environment. For more information about where you can drop off your waste equipment for
recycling, please contact your local authority, your household waste disposal service or the
seller from whom you purchased the product.
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